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1. OV FOEE

OINVRDEEEUTUTD 4 DOBBAHNE T,
® 1—4vE—F;
OJ4 Y UIBRDE—RTY, ETCEDIRENMRONTVET,
@ BHET—N
CDEBORERERL IV T 10 T 71 IVICBE T DEEEXTOODE—R T,
@ JO-/\)WAvT74JL—yavE—R:
CDEBENDHREERZETOICHDE—RTT,
@ AVI9—TJx—RAVIT4IL—vavE-—R
ZDEEDR—hE - VLAN B22E, @RllCHFRRREZITOIRODE—RTT,

M24GPWR+> enable

M24GPWR+# config

M24GPWR+ (config) # interface gi0/1
M24GPWR+ (config—if)# exit
M24GPWR+ (config) # interface vlani
M24GPWR+ (config—if)# exit
M24GPWR+ (config)# exit

M24GPWR+#

B1-1 OVY RS

kmMe]?yﬂ
« enable AV Y RIEZA—YE—RHOIFIET—RICBDIVYRTY,

M2AGPWWRHS et ceeeeeceesseceitseeeennseceeenns 1—HE—R
M24AGPWR+> enable e I—HYE—R
SEEE—R
M24GPWR+# .................................... %EZE_ I\“
M24GPWR+# disables s« ceeeeeeereneennacennenn. EETE—R
>1—HE—R
M24GPWR+> .................................... :L_-Ij*‘:E_ I\“

Mmmejvyﬂ
 disable OV Y RIIFETE— R I —HE—RICEDIVYRTT,

M24GPWR+# .................................... %&ZE_ |\°
M24GPWR+# dlsable ............................ %*E:E— I\\\
>1—YE—R

M2AGPVVRHS>:+vvsevrseensseateesneseanseancanns 1—HE—R



lconfigure IV K|
BET—RHABIJO0—-/NIWAV T4 TJL—Y 3 VE—RICBDIVYRTY,

M2AGPVWRHH e+ +oeverensssensseaessanesannss EET— R

M24GPWR+# Conﬁgure ..................... !I:%*E:E_ I\“
=>J0-/)\)WAvT71JL—Y3avE-—NR

M24GPWR+(config)#:««eeeeeerreereeeeeee. J0-N\)AvT14Jb—v3avE-—R

interface IV K|
- 00—\ T4 TJL—3aVE—RHIDAVI—TI—RAVT 1T UL—3aVE—F(C
BDIVYRTY,
M24GPWRH(CONFig)f« + v +eveerernvenenennes JO—/NVAY T« TL—vavE—R
M24GPWR+(config)# interface vlan1--+---- J0-N\)3dAVT74 -3 vE—R
>A19—-T1—X
AV 71 JUL—3avE—R(vlan1)
M24GPWR+(config-if)# exite«-cereeeeee--- AVI—T1—RAV T4 TJL—v3avE-—KR
=>7J0—-/\W3AvT7«4Jb—yavE—FK
M24GPWR+(config)# interface gigabitethernet0/1
20—V T4 Jb—vavE-—R
>AV9—-TJ1—2R
dv 7«40 b—Y3VE—R(interfacel)

M2A4GPWR+(config-if )t «-cecereerececerens AVSI—T1—RAVT«TL—YavE—NR
M2AGPWR+H(config)f=verereeerrerececeen. J0-N\3Av T4 —v3avE—R

exit VYR
1 DEINDE—RICEDXT,

M24GPWR+(config-if)# exite-«-seseeeeee--- AVI—T1—RAV T« TJL—v3avE-—KR
=>70—-/\W3AvT7«4JL—YavE—F

M24GPWR+(config)# exits-xeveeeeereeeees J0—-/\)3AvT1Jb—ravE-—FK
SYFEE—N

M24GPWR+# exi-t .......................... ﬁ*&%_ I\“
>1—HYE—RK

M2AGPVWRH> e oveeeeereneesnntennecnnacnns 1—HE—R

end IV VK
s AT 40—y 3a vV INY RHIOEFEETE—RICBD IV RTY,

M24GPWR+(config-if)j#f end -+ -+xeveeeeeress AVI—T—RAV T« T L—YavE—KR
SHHEE—R

M24GPWR+# config

M24GPWR+(config)# end----ceeeeereeeees J0-N\N)V3aAvT7«J0b—vavE—R
SEHEE—F
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?ONVER
*BE—RT ? ZANTDE ZDE— R TERITIRBIEENRRSNET,

M24GPWR+# ?

configure Change mode to Global Configuration mode

copy To upload config file or download image/config file
disable Exit from Privileged EXEC mode

exit To exit from the present mode

logout To logout from the CLI shell

mode To display the available modes

ping To diagnose basic network connectivity

reboot To reboot system

show To display running system information
M24GPWR+#

B1-2 ? 3avYR

« ERENF—%ZANTDE. BRICAALIEOVY RZBRRLUE T,

M24GPWR+> enable

M24GPWR+# configure

M24GPWR+ (config) # snmp—server location mno

M24GPWR+ (config) #

M24GPWR+ (config)# snmp-server location mno  «=-- 1%—%AH
M24GPWR+ (config) #

M24GPWR+ (config) #

Bl 1-3 BADZRIVVR

BREZEIVY R
-OXYRAN® ? ZANTRE, HEQIVY ROBRBNRTSNET,

M24GPWR+> enable
M24GPWR+# configure
M24GPWR+ (config)# ip address ?

<{ip-address> ex: 192.168.1.1

dhcp To enable DHCP client

renew To renew the IP address via DHCP

M24GPWR+ (config)# ip address

B14 EFESRIVVR
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OV RASDRE
ONY RBELUSIBDAARFENEN—RICHRI TEDXFE TZANITNUIZDERDIF
DANEEBITDENTELT,

(A& A]
» enable — en
= show running-config — sh ru

[ABEA TE 7 \6l]
= co — configure XU copy MERICHDTHITS—ERDFT,

SR DESOEKFUTOED EBDET,
<> WABB — BFANTBESCLTIRES,
{1} BRE — WENHAEBRLTAHLTIESL,
[] : AT7vay — BBCBUTAALTLRESL,

13



2. BEAERORR

[%#&E—F] T [show sys-info] ZANTDEME 2-1 DL DBRIDEBEDEARERZ

FRDIENTEFT,

BEXERSRIVUE

‘ FHEE—F | show sys-info

M24GPWR+# show sys—info
System up for:

Hardware Information
Version:
CPU Utilization:
DRAM / Flash Size:
DRAM User Area Size:
System Fan Status:
System Temperature:
Administration Information
Switch Name:
Switch Location:
Switch Contact:
System Address Information
MAC Address:

Boot / Runtime Code Version:

000day (s), 00hr(s), 00min(s), 00sec(s)
XX X XX /XXX XX

Versionl

XX. XX %

64MB / 8MB

Free: xxxxxxxx bytes / Total: xxxxxxxx bytes
Good

CPU/xx , System/xx degree(s) Celsius

XX XX DXX 2 XX D XX XX

IP Address: 0.0.0.0
Subnet Mask: 0.0.0.0
Default Gateway: 0.0.0.0
DHCP Mode: Disabled
M24GPWR+it
2-1 EXERSR

(show sys-info)
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3. EXHEEEERTE
3.1. BHBFROFRE

(D0—/N)WW3AVT1TJL—ravE—F] [CTEREER. RESA. EREZHRELET,
HEBMOBRIG [FFHEE— K] [CT [show sys-info] TTHRIESLY,

RAMBREIVVR

| 70—\ YT1TL—>3vE—R | hostname <hostname> \
HIEROY VR

| 70—/\WJYT71TL—Y3YE—R | no hostname \
NEEREIVVR

| 70—\ Y T4 JL—y3vE—R | snmp-server location <server location> |
HIEROVY VR

| 70—/\W3JYT«4JL—y3YE—F | no snmp-server location |
BRSEREIV R

‘ J0-N\3aAvT74Jb—yavE—NR ‘ snmp-server contact <server contact> ‘
HIEROVY VR

‘ 0=V 74—y 3avE—R ‘ no snmp-server contact ‘
EXBHEBRIOVYUR

K | show sys-info |

THE AR—RAESALERANBERETDHEEF 7 @TII+—F7—v3V) T
BEATANZELTLIEELY,
5l : hostname “Switch 17




ex. "X b&% SW-1, #&HEBBF%Z Office-2F. Ei&5E%Z Manager & I D% EH!

M24GPWR+> enable

M24GPWR+# configure

M24GPWR+ (config) # hostname SW-1

SW-1 (config)#t snmp—-server location Office-2F
SW-1 (config)#t snmp—-server contact Manager
SW-1 (config) # end

SW-1# show sys-info

System up for : 000day (s), 00hr(s), 00min(s), 00sec (s)
Boot / Runtime Code Version: Xx.X.X.XX / X.X.X. XX
Hardware Information

Version : Versionl

CPU Utilization Doxx.xx %

DRAM / Flash Size : 64MB / 8MB

DRAM User Area Size © Free: xxxxxxxx bytes / Total: xxxxxxxx bytes
System Fan Status . Good

System Temperature : CPU/xx , System/xx degree(s) Celsius

Administration Information

Switch Name o SW-1
Switch Location : Office-2F
Switch Contact : Manager

System Address Information

MAC Address DOXXIXX XX XX XX XX
IP Address 0 192.168.1.1
Subnet Mask : 255.255.255.0
Default Gateway :0.0.0.0
DHCP Mode - Disabled

More .. ... To stop press (n)

31 EEER. RESH. ERGOREESR(show sys-info)
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3.2. IP7 RLVRDRIE
(1V9—TJ1—RAVT4JL—Y3aVE—R]ICTCIDEED IP 7 RUR(ICETDHRESE
TVWET, HEBRODBRIE (FEET—F] [CT [show ip conf] TTHERLIEELY,

IP7 FLAREIVY R
J0-N\W3aAvT74Jb—yavE—NR ip address <ip-address> <mask>
[<default-gateway>]

FIA T — R TAREIN YR

‘ J0-N\W3AvT74Jdb—yavE—R | ip default-gateway <ip-address> ‘
DHCPISA PV REREIONVR

‘ J0-N\W3aAvT4Jdb—yavE—R | ip address dhcp \
DHCP 7 RLZABEEIVY VR

| 70—V T4 TL—yavE-—R | ip address renew |
DHCP 54 7P hEEH IV VR

| 70—V T4 TL—yavE-—R | no ip address dhcp |
IP7RLABRIVY R

| BEE—R | show ip conf |

ex1.IP 7RLX:192.168.1.100. BTy h¥RX7:255.255.255.0,
TIH#IVET—hD A :192.168.1.1 DFREHI

M24GPWR+> enable

M24GPWR+# configure

M24GPWR+ (config)# ip address 192.168.1.100 255. 255. 255. 0
M24GPWR+ (config)# ip default-gateway 192.168.1.1
M24GPWR+ (config)# end

M24GPWR+# show ip conf

MAC Address TOXXIXXIXX XX XX DXX
[P Address ©192.168.1.100
Subnet Mask © 255.255.255.0
Default Gateway : 192.168.1.1

DHCP Mode > Disabled
M24GPWR+#

3-2 IP7RLRAFEEBR
(show ip conf)
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ex2. DHCP 7354 7> hDEEHI

M24GPWR+> enable

M24GPWR+# configure

M24GPWR+ (config)# ip address dhcp
M24GPWR+ (config)# end

M24GPWR+# show ip conf

MAC Address DOXXIXXIXX XX IXXDXX
IP Address 20.0.0.0
Subnet Mask :0.0.0.0
Default Gateway : 0.0.0.0
DHCP Mode . Enabled
M24GPWR+3#

3-3 DHCPISA PV hEEL IP 7P RLAEFESR
(show ip conf)

Cy
e
ellt

ER CDEBZEFREURINIESNMPEEKEE, Telnet, SSH. BAEWEBEEHEEICLD
UE—MERANMERTEXTEADTUITREZT > TLIESV, REBENTHRES
[FRy b T—OBBEFCTERSIESL, IPPRUVARRY MT—T LOOEEEE
BLUTRWIFEA. T COEBICERCODEEZFIATDITIRY b LOMOEE
ERIRDYITRY ENRTETFT#IVMT— DT A ZREL TS,




3.3. SNMP DR E
[DO0—/\VOY T4 TL—vavE—RICTSNMP I—V 1V hELTOREETVET,
REBMNOBRIE FHET— K] (CT [show snmp] TTHERLLIEELY,

SNMP &%V R
‘ 0=V 74—y 3avE—NR ‘ snmp-server agent ‘
SNMP &V R
‘ 0=V 74—y 3avE—R ‘ no snmp-server agent ‘
SNMP EE(FiHAHER, HASSORERE)IVU R
J0-NV3AYT14TJL—r3avE—RK | snmp-server community <index> <community> { RO |RW }
[<ip>]

SNMP EEESEHIERIVY Y K
| 70—\ Y T4 JL—Y3YE—F | no snmp-server community <index> |
SNMP kS (947, IPPRLVRA, D227 +&/E)IVV/R
JO-/N\)VAVT1JL—r3avE—RK | snmp-server host <index> type {v1|v2} <ip> trap
<community>

SNMP b5 v 7EEHIRIVY Y B
‘ 0=V 74—y 3avE—R ‘ no snmp-server host <index> ‘
SNMP k5 w7 (authentication failure 88E)IVV R
‘ 0=V 74T -y 3avE—NR ‘ snmp-server enable traps snmp authentication ‘
SNMP k5 w7 (authentication failure BE)HIER IV K
‘ 0=V 74T L—y3avE—NR ‘ no snmp-server enable traps snmp authentication ‘
SNMP kS w (U T IVR—MRE) IV VR
JO—-/\)bAVT71JL—r3avE—R | snmp-server enable traps linkupdown <1-2 or 1,2,3 or
1,2,3-5>
SNMP Sy (VYOI VR— MEEHIRIOYY R
J0O-/\)bAVT71JL—3avE—RK | nosnmp-server enable traps linkupdown <1-2 or 1,2,3 or
1,2,3-5> )
SNMP k5w (PoE #8EBEEE) IV K (Switch-M24sG ZR<)
‘ 0=V 74T -y 3avE—NR ‘ snmp-server enable traps poe ‘
SNMP k5w 7 (PoE #6EEMERE)RIFR IV K (Switch-M24sG ZB&<)
‘ 0=V 74T L—y3avE—NR ‘ no snmp-server enable traps poe ‘
SNMP k5w 7(FAN EERAERE) IV R (Switch-M24sG ZR<)
‘ 0=V 74T -y 3avE—NR ‘ snmp-server enable traps fan-fail ‘
SNMP k5w 7(FAN RERAEE)HIERIVYV K (Switch-M24sG ZER<)
‘ J0-N\IW3AvT4Jdb—yavE-—R ‘ no snmp-server enable traps fan-fail ‘
SNMP kS vy 7 (BEBRAEWIVY R
| 70—/\VJYT1TL—2avE—R | snmp-server enable traps temperature-control \
SNMP Sy 7 (BERAEH IV R
| 70—/\VJYT«JL—23YE—R | no snmp-server enable traps temperature-control \
SNMP Sy 7 (BERA)BEREIVY R
J0-N\NV3AvT714JL—3vE—R | snmp-server enable traps temperature-threshold
< temperature >

19



SNMPB8RIVV R

| BEE—F

‘shom/snn1

P

ex1. SNMP T—I 1V b DFREE SNMP ¥YR—I +,

Bl

cSw2oLy—)\, BENSYTD

M24GPWR+> enable
M24GPWR+# configure

M24GPWR+ (config)# snmp-server
M24GPWR+ (config)# snmp-server
M24GPWR+ (config)# snmp-server
M24GPWR+ (config)# snmp-server
M24GPWR+ (config)# snmp-server
M24GPWR+ (config)# snmp-server
M24GPWR+ (config)# snmp-server
M24GPWR+ (config)# snmp-server
M24GPWR+ (config)# snmp-server
M24GPWR+ (config)# snmp-server

M24GPWR+ (config)# end
M24GPWR+#

agent

host 1
enable
enable
enable
enable
enable
enable

community 1 private rw 192.168.1.200
community 2 public ro 192.168. 1. 200
type v1 192.168.1.200 trap public

traps
traps
traps
traps
traps
traps

snmp authentication

| inkupdown 1-13

poe

fan—fai l
temperature—control
temperature-threshold 39

BI13-4 SNMP&E
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M24GPWR+# show snmp

SNMP Agent: Enabled

SNMP Manager List:

No. Status Privilege [P Address Community
1 Enabled Read-Write 192.168.1. 200 private
2 Enabled Read-Only 192.168. 1. 200 public
3 Disabled Read-Only 0.0.0.0
4 Disabled Read-Only 0.0.0.0
5 Disabled Read-Only 0.0.0.0
6 Disabled Read-Only 0.0.0.0
7 Disabled Read-Only 0.0.0.0
8 Disabled Read-Only 0.0.0.0
9 Disabled Read-Only 0.0.0.0
10 Disabled Read-Only 0.0.0.0
Trap Receiver List:
No. Status Type IP Address Community
1 Enabled vl 192.168. 1. 200 public
2 Disabled vl 0.0.0.0
3 Disabled vl 0.0.0.0
4 Disabled vl 0.0.0.0
5 Disabled v 0.0.0.0
6 Disabled v 0.0.0.0
7 Disabled vi 0.0.0.0
8 Disabled vi 0.0.0.0
9 Disabled vi 0.0.0.0
10 Disabled vi1 0.0.0.0
Individual Trap
SNMP Authentication Failure : Enabled
Enable Link Up/Down Port D 1-24
PoE Trap Control . Enabled
Temperature Trap Control : Enabled
Temperature Threshold : 39 degree(s) Celsius
FAN Failure . Enabled
M24GPWR+#

3-5 SNMP &RESR

(show snmp)
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3.4. x— FOERE
(19 —T1—RAVT 1T UL —Y3avVE—R] [CTER—MDRERTR. BLUHR—bD
BEATVET, HEBHROBSRBIE. UHEET—R] ICTT [showinterfaceinfo] TR LS
LY

M—hRAT—IREYWIVVF

| 1v9—71—20vT714JL—v3YE—R | no shutdown |
R—bFRATF—9 2PV R

| 1¥9—71—20vT74JU—v3vE—R | shutdown |
R—ME—REBEIVVR
AVI—TI1—RAVT1TL—yavE—F speed-duplex

{ auto | {10]100}-half | {10]100}-full }

703 rO0-VEHIRVER

| 1v89—J1—20Y740L—>3vE—R | flow-control ‘
JO0-vh0O-)UEsav VR

| 1¥9—71—20v7140L—vavE—F | no flow-control |
R— M EFEEIVY R

| 1¥9—DJ1—20v7140L—Y3avE—F | name <string> |
Auto MDI 83V R

| 1¥9—J1—-20vT74JL—v3vE—R | mdixauto |
Auto MDI VY R

| 1v9—71—20v747L—v3YE—F | nomdix auto |
I RIV—LBHINVE

| 1¥59—J1—-20Yv71J0L—YavE—K  |jumbo |
I IRTU—LEHIN VR

| 1v9—T1—20YT714JU—>3YE—R | nojumbo |
EAP JL—LERE B%IVV R

‘ AVI—=TI1—RAVT1TJUL—vavE—F ‘ eap-forward ‘
EAP JL—LERX IV R

| 1v59—T1—20YT740L—>3vE—R | no eap-forward ‘
|IEEE802.3az(EEE) BV

| 1Y9—T1—20Y710L—y3vE—R  [lineeee |
|IEEE802.3az(EEE) AV F

| 1¥9—71—20Y710L—Y3YE—K  [nolineeee |
MNO YU —XEENE—RB/EIVV R

‘ AVI—TI—RAVT1TJL—Y3avE-—NR ‘ line power-saving {disable | full | half} ‘
h—MEEBRIVY VR

‘ FHEE—F ‘ show interface info ‘
RR— MERSRIOVYUR

‘ FHEE—F ‘ show interface name ‘
LENE—FEHRBSRIVVUR

‘ FHEE—F ‘ show line configuration ‘
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ex]. h—bOREFHREE 70— bO—)LEEH

M24GPWR+> enable
M24GPWR+# configu

re

M24GPWR+ (config) # interface gi0/1
M24GPWR+ (config—if)# speed-duplex 100-ful
M24GPWR+ (config—if)# flow-control
M24GPWR+ (config—if)# end
M24GPWR+# show interface info

(show interface info)
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Port Trunk Type Admin Link Mode Jumbo Flow Ctrl
1 -— 1000T Enabled Up 100-FDx Disabled Enabled
2 -— 1000T Enabled Down Auto Disabled Disabled
3 -— 1000T Enabled Down  Auto Disabled Disabled
4 -— 1000T Enabled Down Auto Disabled Disabled
5 -— 1000T Enabled Down  Auto Disabled Disabled
6 -— 1000T Enabled Down Auto Disabled Disabled
1 -— 1000T Enabled Down Auto Disabled Disabled
8 -— 1000T Enabled Down  Auto Disabled Disabled
9 -— 1000T Enabled Down Auto Disabled Disabled

10 -— 1000T Enabled Down Auto Disabled Disabled
1 -— 1000T Enabled Down  Auto Disabled Disabled
12 -— 1000T Enabled Down Auto Disabled Disabled
13 -— 1000T Enabled Down Auto Disabled Disabled
14 -— 1000T Enabled Down  Auto Disabled Disabled
15 -— 1000T Enabled Down Auto Disabled Disabled
16 -— 1000T Enabled Down  Auto Disabled Disabled
17 -— 1000T Enabled Down  Auto Disabled Disabled
18 -— 1000T Enabled Down Auto Disabled Disabled
19 -— 1000T Enabled Down  Auto Disabled Disabled
20 -— 1000T Enabled Down Auto Disabled Disabled
More ... .. To stop press (n)
3-6 h—HMEBRBSR




ex2. IM—b &M I+ VINTL—LAL EAP /YT v ~ERESI

M24GPWR+> enable

M24GPWR+# configure

M24GPWR+ (config) # interface gi0/1
M24GPWR+ (config—if)# name GiO/1
M24GPWR+ (config—if)# jumbo
M24GPWR+ (config—if)# eap—forward
M24GPWR+ (config—if)# end
M24GPWR+# show interface name

Port Trunk Type Link Port Name EAP Pkt FW
1 -— 1000T Up Gio/1 Enabled
2 -— 1000T Down Port_2 Disabled
3 -— 1000T Down Port_3 Disabled
4 -— 1000T Down Port_4 Disabled
5 -— 1000T Down Port_5 Disabled
6 -— 1000T Down Port_6 Disabled
1 -— 1000T Down Port_7 Disabled
8 -— 1000T Down Port_8 Disabled
9 -— 1000T Down Port_9 Disabled

10 -— 1000T Down Port_10 Disabled
1 -— 1000T Down Port_11 Disabled
12 -— 1000T Down Port_12 Disabled
13 -— 1000T Down Port_13 Disabled
14 -— 1000T Down Port_14 Disabled
15 -— 1000T Down Port_15 Disabled
16 -— 1000T Down Port_16 Disabled
17 -— 1000T Down Port_17 Disabled
18 -— 1000T Down Port_18 Disabled
19 -— 1000T Down Port_19 Disabled
[More ... .. To stop press (n)

3-7 R—hEZHBR

(show interface name)

24



3.5. T EBARLMHBORE

(O0-/N)V3dV T« JL—23vE—F] [CTHE - EBEICCOREICP IR T IEDE

REZTLET,
Console 91 AP MREIVV R

‘ 0=V 74—y 3avE—NR ‘ console inactivity-timer <minutes>
Console EBRIVV K

‘ FHEE—F ‘ show console

Telnet Y—/I\FA1 LPIRHEIVVER

| 70—-/\LavT1TL—YavE-—R

‘ telnet-server inactivity-timer <minutes>

Telnet Y—/\BFWIVVR

| 70—V T« TL—yavE-—R

| telnet-server enable

Telnet —/\E\HIVVR

| 70—V T4 TL—yavE-—R

‘ no telnet-server enable

Telnet P AHIREERN IV R

| 70—V T4 TL—yavE-—R

‘ telnet-server access-limitation enable

Telnet P77 AGHIREREFED IV R

| 70—V T4 TL—yavE—R

‘ no telnet-server access-limitation enable

Telnet 77 Ao E IV R

| 70—V T4 TL—yavE—R

‘ telnet-server <entry> <ip-address> <mask>

Telnet b—/\&EBRIVV R

| HEE—R

‘ show telnet-server

SSHY—N\EHIVV R

| 70—V T4 TL—yavE—R

‘ crypto key generate rsa

SSH Y —/\#@Iv Y R

| 70—V T« TL—yavE-—R

| crypto key zeroize rsa

SSHY—NI1LPIMREINVF

| 70—V T« TL—yavE-—R

| ip ssh time-out <minutes>

SSH Y —/NEBEEI 1 LP D RREIV VR

| 70—V T4 TL—yavE-—R

‘ ip ssh authentication-timeout <seconds>

SSH ¥ —/\REEBSHTOREE IV

| 70—V T4 TL—yavE-—R

‘ ip ssh authentication-retries <retries>

SSH Y —/\®ESRIVVF

| BEE—R

‘ show ip ssh

Web H—N\EHIVV R

| 70—V T4 TL—yavE—R

‘ ip http server

Web v—/\EHIV VR

| 70—V T4 TL—yavE-—R

| no ip http server
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M24GPWR+> enable

M24GPWR+# configure

M24GPWR+ (config)# console inactivity-timer 10
M24GPWR+ (config) # end

M24GPWR+# show console

Console Ul Idle Timeout: 10 Min.
Console

Active

M24GPWR+# configure

M24GPWR+ (config) # telnet-server inactivity-timer 10

M24GPWR+ (config) # telnet—server 1 192.168.0.100 255.255. 255. 255
M24GPWR+ (config) # telnet-server access—I|imitation enable
M24GPWR+ (config)# end

M24GPWR+# show telnet-server

Telnet Ul Idle Timeout: 10 Min

Telnet Server

Enabled

Telnet Access Limitation : Enabled

No. IP Address Subnet Mask

1 192.168.0. 100 255. 255. 255. 255

2 <empty> <empty>

3 <empty> <empty>

4 <empty> <empty>

5 <empty> <empty>
M24GPWR+it

3-8 Console. Telnet server DREBHRSR
(show console)
(show telnet-server)



M24GPWR+> enable

M24GPWR+# configure

M24GPWR+ (config)# crypto key generate rsa

M24GPWR+ (config)# ip ssh time-out 1

M24GPWR+ (config)# ip ssh authentication-timeout 60
M24GPWR+ (config)# end

M24GPWR+# show ip ssh

SSH Ul Idle Timeout: 1 Min

SSH Auth. Idle Timeout: 60 Sec

SSH Auth. Retries Time: 5

SSH Server: Enabled (SSH)
SSH Server key: Key exists
M24GPWR+#

3-9 SSH server DR EERSHA
(show ip ssh)

M24GPWR+> enable
M24GPWR+# configure
M24GPWR+ (config)# ip http server

Web server is Enabled now

M24GPWR+ (config)# end
M24GPWR+# show ip http server

Web Server

Enabled

M24GPWR-+#

3-10 Web server DR EHEHRSR
(show ip http server)
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SNMP &%V F

‘ J0-N\IWAVT4Jdb—yavE-—R ‘ snmp-server agent ‘
SNMP &V R
| 70—V T« TU—vavE-—R | no snmp-server agent \
d—¥8&. NRAT—RF[EIVVR
J0-N\W3AvT74Jdb—yavE—R ‘ username <new username>

KIA—YBODADBICENVNRT—REFHFLLWIRT—R(2 @) ZADLET,

M24GPWR+> enable

M24GPWR+# configure

M24GPWR+ (config) # username mno
Enter old password: seksoksokx
Enter new password: sokx

Enter new password again: sk
M24GPWR+ (config) #

B3-11 I1—H& /I\AT—FORE

RADIUS Y—/N\EEIVYV R
J0-N\W3aAvT74Jdb—yavE—R radius-server host <index> ip <ip-address>
[timeout <sec(s)>][retransmit <retries>]
[key <string>]

RADIUS Y—/\SBESRIVVER
‘ HIEET—R | show radius-server ‘

ex.RADIUS H—/30D IP P RLX 192.168.1.1 . I LTI~ 10(B). BXE 3(@). key ht
secret MEREH

M24GPWR+> enable

M24GPWR+# configure

M24GPWR+ (config)# radius—server host 1 ip 192.168.1.1 timeout 10 retransmit 3 ke
y secret

M24GPWR+ (config)# end

M24GPWR+# show radius-server

NAS ID: Nasi
Index Server IP Address Shared Secret Response Time Max Retransmission
1 192.168.1.1 secret 10 seconds 3
2 0.0.0.0 10 seconds 3
3 0.0.0.0 10 seconds 3
4 0.0.0.0 10 seconds 3
5 0.0.0.0 10 seconds 3

M24GPWR-+#

Ed3-12 RADIUS Hb—/\ ORESR

(show radius-server)
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Login Method BEIV K (Switch- M24DCPWR/M24X (Dd4)

J0-/)WW3av 7140 L—vavE—R login method <index> {Local | RADIUS |
None}
Login Method SEBRIVV K (Switch- M24DCPWR/M24X D)
| BEE—R | show login method

M24GPWR+> enable

M24GPWR+# configure

M24GPWR+ (config)# login method 1 radius
M24GPWR+ (config)# login method 2 local
M24GPWR+ (config) # end

M24GPWR+# show login method

Login Method 1: RADIUS
Login Method 2: Local

M24GPWR-+#

3-13 Login Method EBEHRSR
(show login method)

IP 7 FLUABSEREMESH IV

‘ J0-N\IW3AvT4Jdb—yavE-—R ‘ ip setup interface
IP 7 FUAGSEEEMERDNIT VR

| 70—V T« TU—YavE-—R | no ip setup interface
IP 7 FRUAGHEEEMESRIY VR

| BEE—R | show ip setup interface

M24GPWR+> enable

M24GPWR+# configure

M24GPWR+ (config)# ip setup interface
M24GPWR+ (config)# end

M24GPWR+# show ip setup interface

IP Setup Interface

Enabled

M24GPWR-+#

3-14 IP Setup Interface SEBEHRSR
(show ip setup interface)
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BERNMIESRIVF

‘ KEE— R ‘ show terminal length
BHERMIBEEIVY R
| 70—V T« TU—vavE-—R | terminal length <LENGTH>

ex. Terminal Length %Z 0 [CE&E (BIHE(CRIRT DIT8ZEHIRCEE)

M24GPWR+> enable

M24GPWR+# configure

M24GPWR+ (config)# terminal length O
M24GPWR+ (config)# end

M24GPWR+# show terminal length

Terminal Length: none

M24GPWR-+#

3-15 Terminal Length s EEHRSR
(show terminal length)
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3.6. MACT” RL AF—7 LD
[Z7O—/\)WA>T749L—3avE—R)] ICTT7+#T7—F« */9“7_"‘—9/\“—7\(FDB: INT Y
N DERICIHETR MAC 7 RUANDZER « BIRSNTLDURANDREH LU [FHEE—F] (T
TFDB OARBEFRNUET, F£fo. BN MAC 7P RUAMEN « BIBRZ{TAET,

IT—IVT914LEREIVVER
‘ 0=V 74—y 3avE—NR ‘ mac-address-table aging-time <seconds> ‘
FDB T kU —(static)f@@EIVVF
J0—-/WWIAvT714JL—r3vE—FR | macaddress-table static <MAC address> <interface> vlan
<vlan-id>

FDB T hU—HIERIY YV K

‘ J0-/)\W3AvT7140L—vavE—R ‘ no mac-address-table static <MAC address> vlan <vlan-id> ‘
MAC 7 RLABEZEEHIVV R

AVI—T1—X mac-learning

dAv7140L—vavE—NR

MAC 7 RLZABEEIFEEH IV R

A1VI—T1—X no mac-learning
dvJ4J0Lb—vavE—NR
FDB(static)y BRIV

‘ FHEE—F ‘ show mac-address-table static ‘
FDB(MAC &B)BRIVV R

‘ FHEE—F ‘ show mac-address-table mac ‘
FDB(1 9 —7J z—ABBRIVU K

‘ FHEE—F ‘ show mac-address-table interface <interface> ‘
FDB(VLAN 88ROV

‘ FEE—NR ‘ show mac-address-table vlan <vlan-id> ‘
FDB(¥ILFF+AN)BRIVVKF

| BEE—R | show mac-address-table multicast ‘
MAC 7 RLZAB#ZFESRIVV R

| BEE—R | show mac-address-table mac-learning |
IT—IVT914LBRIVVER

| BEE—R | show mac-address-table aging-time |
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M24GPWR+> enable
M24GPWR+# show mac—-address-table static

MAC Address Port VLAN ID

XX XX XX EXX XX XX 1 1

M24GPWR+# show mac—-address-table mac

MAC Address Port
XX XX XX EXX XX XX 1
XX XX DXX XX XX XX CPU

M24GPWR+# show mac-address-table interface gi0/1

MAC Address Port

XX XX DXX XX XX XX 1

M24GPWR+# show mac-address-table vlan 1

MAC Address Port

XX XX XX XX XX XX 1

M24GPWR+# show mac-address-table multicast

VLAN ID Group MAGC address Group members

|In24GPuR

3-15 MAC ZRULART=TILBR
(show mac-address-table static)
(show mac-address-table mac)
(show mac-address-table interface <interface>)
(show mac-address-table vlan <vlan-id>)
(show mac-address-table multicast)
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3.7. SNTP DFRTE
[DO—/\W3Y 7« TU— 3 vE—R] [CTSNTP L& BRAAMOREATVET, B
EEROBEE.  [BEE—R] [CT [show sntp] TTRRBLESLL,

RV R

‘ 0=V 74—y 3avE—NR ‘ sntp clocktime <date> <time> ‘
SNTP H—/\ [P Z7RLVAZEINV VR

‘ 0=V 74—y 3avE—R ‘ sntp server <ip-address> ‘
SNTP KB EHREEIV R

| 70—V T4 TL—yavE—R
SNTP B2 enable EIVY KR

| 70—V T« TU—YavE-—R
SNTP B disable 8t(EIV YV R

| 70—/NL3JY T« JL—y3VE—F | no sntp daylight-saving |
SNTP 91 LYV—VEBEIVV R

| 70—/\L3JY T4 JL—y3vE—R | sntp timezone [<location> / NULL to see time zones] |
SNTP BEBEHSRIV U/

| BEE—R | show sntp |

sntp poll-interval <min> ‘

sntp daylight-saving ‘

M24GPWR+> enable
M24GPWR+# configure
M24GPWR+ (config) # end
M24GPWR+# show sntp

Time ( HH:MM:SS ) : 00:00:00
Date ( YYYY/MM/DD )  : 0000/00/00 Sunday

SNTP Server IP 0 192.168.1.2

SNTP Polling Interval : 1440 Min

Time Zone © (GMT+09:00) Osaka, Sapporo, Tokyo
Daylight Saving © N/A

M24GPWR+it

3-16 SNTP OFREBHBR
(show sntp)
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3.8. ARP O&E
[DO—/\ )3V T4 —3a>vE—R] [CTARP —7ILOB8RE, BLUHREETULE
I,

ARP I—IVT794 LAREINVR
‘ 0=V 74—y 3avE—NR ‘ arp timeout <value> ‘

ARP(static)fEIVV K

‘ J0-N\W3aAvT74Jb—yavE—NR ‘ arp <ip-address> <MAC address> ‘
ARP(MAC B)BEIXY R

| BEE—R | show arp sort MAC |
ARP(IP B)BRIVY R

| BEE—R | show arp sort IP ‘
ARP(EH)BRIVV K

| BEE—R | show arp sort type-static |
ARP(@IH) BRIV

| BEE—R | show arp sort type-dynamic |

M24GPWR+> enable
M24GPWR+# show arp sort MAC

Sorting Method : By MAC
ARP Age Timeout : 7200 seconds

Hardware Address [P Address Type
00:xx XX xx:xx:xx 192.168.1.2 Dynamic
M24GPWR+#

3-177 ARPT—TILDOBR
(show arp sort mac)

34



3.9. LLDP O} E (Switch-M24sG #&<)

([o-—nwavr+«o0v—vavE—R] £E [1v9—7x—22vT1T0—v3vE—R] [CT
LLDP MEREZTTLEL T, REBHRNDBRIE. [HFHETET—R] (CT [show lldp status] TTHER
<TEELY,

LLDP BXE&EINV K
‘ J0-N\3aAvT74Jb—yavE—NR ‘ lldp enable ‘
LLDP fEXEEINV VK
‘ J0-1\)WaAvT4Jb—vavE—F ‘ no lldp enable ‘
LLDP XZEREIVY R
AVI—TI—2R lldp admin-status { both | rx-only | tx-only | disable }
AvT74Jb—yavE-—NR
LLDP XETLV BHMEREIV VR
1V9—T1—2R lldp tx-tlv { port-desc | sys-name | sys-desc | sys-cap |
AVT740b—yavE—R mgmt-addr }
LLDP XE TLV ¥ EIV VR
1V9—T1—R no lldp tx-tlv  { port-desc | sys-name | sys-desc | sys-cap |
V740 —v3vE—NR mgmt-addr }
LLDP BRIV
‘ FHEE—F ‘ show lldp status ‘
LLDP Neighbor 7—Z L8ROIV
‘ FHEE—F ‘ show lldp neighbors ‘
LLDP I—Y v FFBIRONY VR
‘ FHEE—F ‘ show lldp neighbors detail ‘
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M24GPWR+> enable
M24GPWR+# show | ldp status

LLDP Status : Enabled
Port Admin Status Port Desc Sys Name Sys Desc Sys Cap Mgmt Addr
1 Both Disabled Disabled Disabled Disabled Disabled
2  Both Disabled Disabled Disabled Disabled Disabled
3  Both Disabled Disabled Disabled Disabled Disabled
4  Both Disabled Disabled Disabled Disabled Disabled
5 Both Disabled Disabled Disabled Disabled Disabled
6 Both Disabled Disabled Disabled Disabled Disabled
7 Both Disabled Disabled Disabled Disabled Disabled
8 Both Disabled Disabled Disabled Disabled Disabled
9 Both Disabled Disabled Disabled Disabled Disabled
10  Both Disabled Disabled Disabled Disabled Disabled
11 Both Disabled Disabled Disabled Disabled Disabled
12 Both Disabled Disabled Disabled Disabled Disabled
13 Both Disabled Disabled Disabled Disabled Disabled
14 Both Disabled Disabled Disabled Disabled Disabled
15 Both Disabled Disabled Disabled Disabled Disabled
16  Both Disabled Disabled Disabled Disabled Disabled
17 Both Disabled Disabled Disabled Disabled Disabled
18  Both Disabled Disabled Disabled Disabled Disabled
19  Both Disabled Disabled Disabled Disabled Disabled
20 Both Disabled Disabled Disabled Disabled Disabled
21 Both Disabled Disabled Disabled Disabled Disabled
22  Both Disabled Disabled Disabled Disabled Disabled
23 Both Disabled Disabled Disabled Disabled Disabled
24 Both Disabled Disabled Disabled Disabled Disabled
M24GPWR+#

3-18 LLDPERENDBR
(show lldp status)
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M24GPWR+> enable
M24GPWR+# show | ldp neighbors

Total Neighbors: 1
No Chassis ID Port ID Mgmt IP Address Port

T XX IXXIXXIXXIXXIXX XXCXXIXxixx:xx:xx 0.0.0.0 1
M24GPWR+# show |ldp neighbors detail

Index o1

Local Port o1

Discovered Time : 000day(s), 00hr(s), 0Omin(s), 0Osec (s)

Last Update Time : 000day(s), 00hr(s), 00min(s), OOsec (s)

Chassisld DOXXOXXIXXIXXIXX:xx (MAC Address)

Portld DOXXOXXIXXIXXIXX:xX (MAC Address)

System Name

System Capability : x / x (Supported / Enabled)
(0:0ther R:Repeater B:Bridge W:WLAN Access Point
r:Router T:Telephone D:DOCSIS cable device S:Station Only)

Port Description

System Description:

M24GPWR-+#

3-19 LLDP Neighbor 7—7)b, LLDP T—¥ 1 v hFHililERNDBR
(show lidp neighbor)
(show lldp neighbor detail)
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4. HiRESEEERTE
4.1. VLAN OFRE

(DOo—n\Wadv7400—vavE—R] £l (1v9—TJx—XJvT749L—v3vE—R] [CT
VLAN DEREZTTLE T,

VLAN fEREEIN Y R

| 70—V T« TU—YavE-—R | interface vlan<vlan-id> \
HIEROY VR

| 70—V T« TU—YavE-—R | no interface vlan<vlan-id> \
A=Yy N3 VEREIN VR

| 70—V T4 TL—yavE-—R | internet mansion <portist> |
AV —Ry MYV aVRERHITVR

| 70—V T4 TL—yavE-—R | no internet mansion |
GVRP ZO0—NIVEXEREIV VR

‘ J0-N\3aAvT74Jb—yavE—NR | gvrp ‘
GVRP ZO0—/NNIVEEREIV /R

‘ 0=V 74—y 3avE—R | no gvrp ‘
VLAN ZEIV VR

| 1Y59—71—20Y710L—Y3YE—R | name <name> |
VLAN XVYN—EIN VR

| 1v9—T1—20Y74JU—>3VE—R [ member<1-2or1,23o0r1,.23-5>
PVID®REIVYV R

| 1v59—T1—20YT714JL—>3vE—R | pvid <vlan-id> \
GVRP forbidden IV¥V R

| 1Y9—J1—20YT14TL—2avE—R
GVRP R—rAT—9 ABWHEIVV R

| 1¥9—T1—R3YT74JL—Y3avE—R |guip |
GVRP R—bhRAT—I ABHREIVV R

| 1¥9—DJ1—20v717L—YavE—F |nogup |
TJU—LIAMTREIVVE

| 1Y59—-J1—20Y710L—y3avE—KR | frame-type { all|tag-only |

forbidden <1-2 or 1,2,3 or 1,2,3-5> |

VLAN SEBBSRIVY B

‘ FHEE—F | show vlan {all | <vlan-id>} ‘
VLAN 7h— hEEBRIOVY R

‘ FHEE—F | show vlan-by-port ‘
PVID BRIV KR

‘ KHEE— R | show vlan port ‘

BATATZELTLIEZL,
5l : name “VLAN 17




M24GPWR+# show vlan all

Internet Mansion : Disabled Uplink :

Total VLANs @ 3

VLAN Name Type Mgmt Ports

1 Permanent UP Gil, Gi2, Gi3, Gi4, Gib
Gi6, Gi7, Gi8, Gi9, Gi10
Gi1l, Gi12, Gi13, Gi14, Gil15
Gi16, Gi17, Gi18, Gi19, Gi20
Gi21, Gi22, Gi23, Gi24

2 Static DOWN Gi4, Gib, Gi6, Gi7, Gi8

3 Static DOWN Gi9, Gi10, Gi11, Gi12

M24GPWR+# show vlan 1

VLAN ID 1
VLAN Name :
Management Status : UP
Port Members D 1-24
Untagged Ports D 1-24

Dynamic Ports
Forbidden Ports

M24GPWR+#

4-1 VLAN ESR
(show vlan all)
(show vlan 1)
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M24GPWR+# show vlan-by—port

Port VLAN 1D

- | | | |
WwWwWwwMNNMNNDNDN

O J O 1~ WhN —

—_
—_ e e e e e e e e ek ek e e e e ek e e e e ek ek o

M24GPWR+#

4-2 R—bk VLAN RESHR
(show vlan-by-port)
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4.2, Voo 7705 —2a VORE
[Do—-n\wav7«4o9v—vavE—R] £@ [1v9—TJx—23vT749L—v3avE—R] [CT
VI PIUT—oavDBREETVET,

DY OPITUST—aVREIN VR

0=V 74—y 3avE—NR lacp <LACP-key> <1-2 or 1,2,3 or 1,2,3-5> {Active |
Passive | Manual}

VY OPITUS—ya VERERRIVY R

| 70—V T4 TL—yavE-—R | no lacp <LACP-key>
LACP YRATLTSAFUT+BREIVVR
| 70—V T« TU—YavE-—R | lacp system-priority <priority-value>

LACP R— b ’SAAUT1REIVVR

| 1¥9—T1—20YT71JU—¥3VE—R | lacp port-priority <priority-value>

LACP EBHSRIVY

| BEE—R | show lacp
LACP +—8RIVV K
‘ FHEE—F | show lacp [<la-key>]

M24GPWR+> enable
M24GPWR+# show lacp
System Priority : 1

Key Mode Member Port List

1 Active 1-2
M24GPWR+# show lacp 1

System Priority : 1

System ID TOXXIXXIXXIXXIXX XX

Key : 1

Aggregator Pri Attached Port List Standby Port List
1 11
2 1 2

M24GPWR+it

43 YYIOPIJUSG—vavBR
(show lacp)
(show lacp 1)
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4.3, R— P E=F VU TOHRE
(1v9—T71—20v740L—vavE-—R] [CTGR—MEZIU VI DEEETVNET, BE
BERODSBIE. [FET— ) (CT [show monitor] CCHEERLTIEE0Y,

MR—NEZIVUVTHREINVVR

‘ AVSI—TI—RAVT1TJL—Y3avE-—NR | port monitor <monitored port> direction {rx|tx|both} |
R—MEZIVVTRERHIVVR

| 1¥59—2J1—20Y71JL—3YE—R | no port monitor |
TV VTREERSR

‘ KHEE— R | show monitor |

M24GPWR+> enable
M24GPWR+# show monitor

Port monitor status : Enabled
Monitoring direction : Both

Monitoring port 1
Monitored port 1 9-10
M24GPWR+#

4-4 EZIUVTREBR

(show monitor)
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4.4, AR=V TV ) —DRE
(ZJO-N\)V3aAv 7«40 —3avE—NR] Fl@ (19 —TJx XV T1J—3y
E—F] ETCANZVTYY—DREZETVET,
[stpCompatible] F7cl3lrstplzBIRUIEZEEIspanning-tree rstl.  Imstpl ZZFER
U7ciB& (&I spanning-tree mstIhVoi8FE 2 IV Y R THREZTLE T,

[spanning-tree rst V> ]
ANZVTYV—-BHREIN VR

| 70—V T4 TL—yavE-—R | spanning-tree rst enable |
ANZVTYY—EHREINV VR

| 70—V T4 TL—yavE-—R | no spanning-tree rst enable |
ANZVTIV=TSAHFVT4R/EINV R

‘ J0-N\3aAvT74Jb—yavE—NR | spanning-tree rst priority <Ox0000-0xFO00> |
ANZ>T*YYU—version BFREEIVVF

‘ 0=V 74—y 3avE—NR | spanning-tree rst version {stpCompatible|rstp} |
ANZvTYYU—max-age /WEIVV K

‘ 0=V 74T L—y3avE—NR | spanning-tree rst max-age <seconds> |
ANZVTYU—hello time BEIVYV R

‘ J0-N\3aAvT74Jb—yavE—NR | spanning-tree rst hello-time <seconds> |
ANZvTYU—forward-delay REIVY R

‘ JO0-/\)W3AV T« Jb—y3avE—NR | spanning-tree rst forward-time <seconds> |
RINZ>7*YYU—BPDU guard recovery B3IV R

| 70—V T« TU—YavE-—R | spanning-tree rst bpdu-recovery enable |
RINZ>7*YYU—BPDU guard recovery f#1JIv > R

| 70—V T4 TL—yavE-—R | no spanning-tree rst bpdu-recovery enable |
ANZT*YYU—BPDU guard recovery REREIV R

| 70—V T4 TL—yavE-—R | spanning-tree rst bpdu-recovery timer <seconds> |

ANZVTIV—R— b RAT—I BV R

| 1¥9—71—20Y71JL—Y3YE—K | spanning-tree rst shutdown |
ANZVTIV—KR— N RAT—IABHIVVF

| 1¥9—71—20v74JU—¥3YE—F | no spanning-tree rst shutdown |
ANZVTIV—=R—b T4 FV T4 BEIVV R

‘ AVI—TI—RAVT1TJL—Y3avE-—NR | spanning-tree rst port-priority <0-240> |
ANZVTYY—=JXAMKEIVVR

‘ AVI—TI—RAVT1TJL—Y3avE-—NR | spanning-tree rst cost <1-200000000> |
ANZVTYY—R— rMIBEEREIY VR

| 1¥9—J1—R0YT«1JL—¥3vE—R | spanning-tree rst init-migration |
ANZTYU—egde-port REIVV R

| 1Y9—T1—R0YT1TL—¥3vE—FR | spanning-tree rst edgeport |

ANZTYYU—point-to-point REIVV K
AV —T1—RAVT1JUL—3avE—F | spanning-tree rst point-to-point
{forcetrue|forcefalse |auto}
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ANZ>7*YU—BPDU guard %3V K

‘ AVI—=TI1—RAVT1 T UL—yavE—F | spanning-tree rst bpdu-guard

ANZ>7*YU—BPDU guard VKR

| 1¥9—J1—20YT7+4JL—¥3avE—R | no spanning-tree rst bpdu-guard

ANZVTYV—REBRIY VKR

‘ KEE— R | show spanning-tree rst config

ANZVTIV—AI—T 1—A"ESRIVV R

‘ KHEE— R | show spanning-tree rst interface <port-list>

ANZvT*YYU—BPDU guard recovery SESRIVY K

‘ FHEE—F | show spanning-tree rst bpdu-recovery

[spanning-tree mst IV K]
ANZVTYV—BHREINVVR

‘ 0=V 74—y 3avE—NR | spanning-tree mst enable
ANZVTYV—EHREINV VR
‘ 0=V 74—y 3avE—NR | no spanning-tree mst enable
ANZVTIV=TSAFUT+REIIVR
‘ 0=V 74—y 3avE—NR | spanning-tree mst priority <0x0000-0xFO00>
ANZVTYU—version BFREEIVV R
JO0-/\)3AV T« TJb—YavE-—NR spanning-tree mst version

{stpCompatible | rstp| mstp}

ANZTYYU—max-age /HEIVV K

| 70—V T4 TL—yavE-—R | spanning-tree mst max-age <seconds>

ZN_>TY ) —hello time {EIVV R

| 70—V T4 TL—yavE-—R | spanning-tree mst hello-time <seconds>

AINZ>TYU—forward-delay EEIVYV R

‘ J0-N\3aAvT74Jb—yavE—NR | spanning-tree mst forward-time <seconds>

ANZvT*YU—BPDU guard recovery BV K

‘ 0=V 74—y 3avE—NR | spanning-tree mst bpdu-recovery enable

ANZT*YU—BPDU guard recovery IV R

‘ 0=V 74T -y 3avE—NR | no spanning-tree mst bpdu-recovery enable

RINZ>7*YYJ—BPDU guard recovery REEEIVY K

‘ J0-N\3aAvT74Jb—yavE—NR | spanning-tree mst bpdu-recovery timer <seconds>

AZANZITYIY)—=MSTAVARIVIRATSAF T4 EINVVER

| 70—V T« TU—vavE-—R | spanning-tree mst <1-64> priority <0x0000-0xFO00>

ANZVTIV—MSTA Y RAI VA VLIANREIVY R

| 70—V T« TU—vavE-—R | spanning-tree mst <1-64> vlan <vlan-id>

ANZVTIV—MST A Y RAI VA VLAN BRIV R

| 70—V T4 TL—yavE-—R | no spanning-tree mst <1-64> vlan <vlan-id>

ANV —BARY THREIV VR

| 70—V T4 TL—yavE-—R | spanning-tree mst max-hops <6-40>

ANZVTYY—MST BREREIV Y R

‘ J0-N\3aAvT74Jb—yavE—NR | spanning-tree mst name <name>

ANZVTII—-MSTUEY 3 YUNIVEEIV VR

‘ J0-N\3aAvT74Jb—yavE—NR | spanning-tree mst revision <0-65535>
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ANZVTIYY—R—hRAT—IAWHIV VK

‘ AVI—=TI1—RAVT1 T UL—yavE—F ‘ spanning-tree mst shutdown

ANZVTYY—R—hRAT—IREHIV VK

| 1¥9—71—20Y7+4JL—¥3vE—F | no spanning-tree mst shutdown

ANZVTIV—=R— T SAFUT4HEIVVR

| 1¥9—T1—20YT74JU—Y3YE—R | spanning-tree mst port-priority <0-240>

ANZVTYY—JAMREIV VR

| 1¥9—T1—20YT74JU—Y3YE—R | spanning-tree mst cost <1-200000000>

ANZVTIY—R— MIBEREIV YR

| 1¥9—71—20YT714JU—>3VE—R | spanning-tree mst init-migration

ANV —egde-port REIVY K

| 1¥9—DJ1—20Y71JL—Y3vE—R | spanning-tree mst edgeport

ANZVT*YY—point-to-point IREIV K

AV —=TI1—RAVT1TUL—3avE—FR | spanning-tree mst point-to-point
{forcetrue|forcefalse |auto}

ANZ>7*YU—BPDU guard %3V K

| 1¥9—J1—20YT«1JL—¥3vE—R | spanning-tree mst bpdu-guard

ANZ>7*YU—BPDU guard VKR

| 1v9—71—20YT+1JL—¥3vE—F | no spanning-tree mst bpdu-guard

ANZVTIV—=MST A Y RAI VAR— A IAMREIV VR

| 1¥9—T1—20YT14JU—Y3YE—R | spanning-tree mst <1-64> cost <1-200000000>

ANZVTIV—MSTA Y RAI Y AR— T SAFUT1BEIVV R

| 1¥9—T1—20YT4JU—v3YE—R | spanning-tree mst <1-64> priority <0-240>

ANZVTIV—MST A Y RAI Y AR— N AT—I AEHINV VR

‘ AVI—TI—RAVT1TJL—Y3avE-—NR | spanning-tree mst <1-64> shutdown

ANZVTIV—MSTA Y RAI Y AR— M AT—IABHIN VR

‘ AVI—TI—RAVT1TJL—Y3avE-—NR | no spanning-tree mst <1-64> shutdown

ANZVTYY—MST BEBRIVV R

‘ FHEE—F | show spanning-tree mst configuration
ANZVTYY—MSTA VRI VAREBRIVV R

‘ KHEE— R | show spanning-tree mst <1-64>
ANZVTIY—MST A VRS Y AR— hRESRIVV R

\ KHEE— R | show spanning-tree mst <1-64> interface <port-list>

ANZVTYY—CISTRESRIVV R

\ KEE— R | show spanning-tree mst cist configuration
ANZVTYY—CISTA VI —T T —RAREBRIVU R

‘ KHEE— R | show spanning-tree mst cist interface <port-list>
ANZvT*YYU—BPDU guard recovery SESRIVY K

‘ FHEE—F | show spanning-tree mst bpdu-recovery
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M24GPWR+> enable
M24GPWR+# show spanning-tree rst config

GIST Root Port: 1 Time Since Topology Change: 0 Sec

CIST Root Path Cost: 20000 Topology Change Count: 0

CIST Root: 8000 XXXXXXXXXXXX

CIST Regional Root Cost: 0 CIST Bridge ID: 8000 XXXXXXXXXXXX

CIST Regional Root: 8000 xxxxxxxxxxxx GIST Bridge Hello Time: 2 Sec
CIST Bridge Maximum Age: 20 Sec

CIST Hello Time: 2 Sec. CIST Bridge Forward Delay: 15 Sec

GIST Maximum Age: 20 Sec. Max Hop Count: 20

GIST Forward Delay: 15 Sec
M24GPWR+# show spanning-tree rst interface 1

Port 1 STP Status . Enabled
Link : Up Trunk D=
Admin/OperEdge: False/False Admin/OperPtoP: Auto /True
Migration . STP

Port State : Forwarding Port Priority : 128

Port Role . Root Port Path Cost: 20000 (A)
Desig. Root : 8000 xxxxxxxxxxxx Desig. Cost : 0

Desig. Bridge : 8000 xxxxxxxxxxxx Desig. Port : 80 05
Regional Root : 8000 xxxxxxxxxxxx Regional Cost : 0
Guard > Disabled

M24GPWR+#

4-5 STPREBHBR
(show spanning-tree rst config)
(show spanning-tree rst interface 1)

M24GPWR+> enable
M24GPWR+# show spanning-tree mst configuration

Global MSTP Status: Enabled

Protocol Version © MSTP

MST Configuration Name : MST1

MST Revision Level : 0

MST Config Digest TOXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

Instance VLANs Mapped

1 10

M24GPWR+# show spanning-tree mst 1

MSTI Root Port :0 Time Since Topology Change: 20 Sec

MSTI Root Cost :0 Topology Change Count 0

MSTI Regional Root: 8001 xxxxxxxxxxxx MSTI Bridge ID: 8000 XXXXXXXXXXXX

M24GPWR+#

4-6 STPHRTEFEHSR
(show spanning-tree mst configuration)
(show spanning-tree mst 1)
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M24GPWR+# show spanning-tree mst cist configuration

GIST Root Port: 1 Time Since Topology Change: 0
GIST Root Path Cost: 20000 Topology Change Count: 0
CIST Root: 8000 XXXXXXXXXXXX

GIST Regional Root Cost: 0 CIST Bridge ID:

CIST Regional Root: 8000 xxxxxxxxxxxx GIST Bridge Hello Time: 2

CIST Bridge Maximum Age: 20

GIST Hello Time: 2 Sec. CIST Bridge Forward Delay: 15
CIST Maximum Age: 20 Sec. Max Hop Count: 20
GIST Forward Delay: 15 Sec
M24GPWR+# show spanning-tree mst cist interface 1

Port 1 STP Status . Enabled

Link : Up Trunk —

Admin/OperEdge: False/False Admin/OperPtoP: Auto /True

Migration . STP

Port State . Forwarding Port Priority : 128

Port Role . Root Port Path Cost: 20000 (A)

Desig. Root : 8000 xxxxxxxxxxxx Desig. Cost : 0

Desig. Bridge : 8000 xxxxxxxxxxxx Desig. Port : 80 05

Regional Root : 8000 xxxxxxxxxxxx Regional Cost : 0

Guard - Disabled
M24GPWR+#

Sec.

8000 XXXXXXXXXXXX

Sec.
Sec.
Sec.

4-7 STPREBHBR
(show spanning-tree mst cist configuration)
(show spanning-tree mst cist interface 1)
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4.5. TO7ERay he—LORE

[Do—/\Wwav7+400—yavE—R] [CTPIERAOY FO-ILOEEETVET,

Classifier SV R

J0-N\W3AvT74Jb—yavE—NR

accesscontrol  classifier <id>

[src-mac <MAC>][dst-mac <MAC>]

[src-net <ip-mask>][dst-net <ip-mask>]

[src-port <layer4-port-list>][dst-port <layer4-port-list>]
[vlan-id <vid>] [dot1p-priority <priority>] [dscp <value>]
[protocol <pro-num>][icmp-type<0-18>]
[TCP-syn-flag{true/false}]

Classifier HIFROVY > R

| 70—V T4 TL—yavE—R

no accesscontrol classifier <index> |

In Profile &IV

JO0-/\)W3AV T« TJb—y3avE-—F

accesscontrol inprofile <index> {deny | permit { dscp
<value> | precedence <value>| cos <value>}}

In Profile HIEROVY > F

| 70—V T4 TL—yavE-—R

no accesscontrol inprofile <index> |

Out Profile &IV R

JO0-\)3dy T« —vavE-—R

accesscontrol outprofile <index> committed-rate <unit>
burst-size <volume> {deny | permit [dscp <value>]}

Out Profile HIFgOVY >V R

| 70—V T4 TL—yavE—R

no accesscontrol outprofile <index> |

R—hURRREIVVR

J0-N\W3aAvT74Jb—yavE—NR

accesscontrol portlist <port-listindex> <1-2 or 1,2,3 or
1,2,3-5>

R—bMYUZRHIBROY VR

| 70—V T« TL—yavE-—R

no accesscontrol portlist |

RUY—BEINVF

JO0-/\)W3AV T« Jb—y3avE—NR

accesscontrol policy <index> portlist <index> classifier
<index> policy-sequence <value>
inprofile <index> [outprofile <index>]

RUY—BHPIYVR

| 70—V T4 TL—yavE—R

‘ accesscontrol policy <index> enable |

RUD—EHIV VR

| 70—V T4 TL—yavE—R

‘ no accesscontrol policy <index> enable |

RYU—HIRRIY Y R

| 70—V T4 TL—yavE—R

‘ no accesscontrol policy <index> |

Classifier s2€8RIOV VR

| BEE—F

‘ show accesscontrol classifier {all | <classifier-number>} |
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M24GPWR+# show AccessControl classifier all

Classifier Index : 1
Source IP Addr/Mask: Ignore Dest IP Addr/Mask : Ignore
Source MAC Addr © 00:00:00:00:00:01 Dest MAG Addr : 00:00:00:00:00:02
Source L4 Port : Ignore Dest L4 Port © Ignore
DSCP : Ignore Protocol : TCP
VLAN ID : Ignore ICMP Type : Ignore
TCP SYN Flag . Ignore 802. 1p Priority : Ignore
M24GPWR-+1
4-8 C(lassifier DRESR
(show accesscontrol classifier all)
Inprofile RESRIVV R
‘ KHEE— R ‘ show accesscontrol inprofile
Outprofile ESRIVV R
‘ FHEE—F ‘ show accesscontrol outprofile
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M24GPWR+# show AccessControl inprofile

In-Profile Action: Total Entries : 1
Index Deny/Permit Policed-DSCP  Policed-Precedence Policed-CoS

1 Permit [gnore Ignore 5
M24GPWR+# show AccessControl outprofile

Out-Profile Action: Total Entries : 1
Index Committed Rate Burst Size(KB)  Deny/Permit Policed-DSCP

1 100 16KB Permit Ignore

M24GPWR-+#

4-9 Inprofile. Outprofile ESR
(show accesscontrol inprofile)
(show accesscontrol outprofile)

R—MUZMRESRIYVR

| BEE—R | show accesscontrol portlist
RUY—ESRIVUR

‘ FEE—F ‘ show accesscontrol policy {all | <policy-number>}
RUY——F Y AESRIVV R
FEE—F show accesscontrol policy-sequence port <port num> sort

{policy-index | sequence}
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M24GPWR+# show AccessControl portlist

Port List: Total Entries : 1
Index Port List

1 1-24

M24GPWR+# show AccessControl policy 1

Policy Index : 1 Status: Enabled
Classifier Index 1

Source MAC Address - 00:00:00:00:00:01
Destination MAC Address : 00:00:00:00:00:02
802. 1P Priority . Ignore

VLAN ID : Ignore

Source IP Addr/Mask . Ignore
Destination IP Addr/Mask : Ignore

DSCP : Ignore

Protocol . TGP

Source L4 Port : Ignore
Destination L4 Port : Ignore

TCP SYN Flag : Ignore

ICMP Type : Ignore

Policy Sequence o1

In-Profile Action : Index=1 Action=Permit, CoS=b
Out-Profile Action : Index=1 Action=Permit

Committed Rate : 100 Mbps Burst Size: 16KB
Port List . Index=1 Port=1-24
M24GPWR+1t

4-10 R—bFURb, RUI—EEBR
(show accesscontrol portlist)
(show accesscontrol policy 1)
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4.6. QoS(Quality of Service) DERTE
(DO0—-1\W3dv71+0L—vavE—R] [CTQOS DEEZTVET, BEXBROBRIE. 5
¥ETE—R] (CT [showmlsqos] TBRLTLEELY,

QoS BWMEEIVVER

‘ 0=V 74—y 3avE—NR ‘ mls gos

QoS MMEREIVV R

| 70—V T4 TL—yavE—R

no mls qos

QoS AT T1—UVTARREINY R

‘ J0-N\IW3AvT4Jdb—yavE-—R ‘ gos method {strict | wrr}
CoS F3T74wOOSR IvEYT REIVVER
| 70—V T« TU—YavE-—R | priority-queue cos-map <traffic class> <priority>
WRR hS5T71v 005X YybEYT BEIVVER
| 70—V T4 TL—yavE-—R | wrr-queue <traffic class> <weight>
QoS fEBRIV VK
| BEE—R | show mls gos
CoS—h3T714vI05R ¥vEYT B|EBRIVVER
| BEE—R | show priority-queue cos-map
QoS A7y a1—UvTAR. Weighted Round Robin-Weight 828RV R
‘ FHEE—F ‘ show gos method

M24GPWR+> enable
M24GPWR+# configure
M24GPWR+ (config)# mls qos
M24GPWR+ (config)# end
M24GPWR+# show mls qgos

Quality of Service Status: Enabled
M24GPWR+# show priority-queue cos-map

Priority Traffic Class

0: Lowest
3: Highest

~N o ok wnNn = O
WwMhNhND = = OO

M24GPWR-+#

4-11 QoS HEBR
(show mls qos)
(show priority-queue cos-map)
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M24GPWR+> enable

M24GPWR+# configure

M24GPWR+ (config) # gos method wrr
M24GPWR+ (config)# wrr—queue 3 100
M24GPWR+ (config)# end

M24GPWR+# show gos method

Schedul ing Method: Weighted Round Robin

Traffic Class Weight

0 1

1 2

2 3

3 100
M24GPWR-+#

4-12 QoS /EBR
(show mls qos)
(show gos method)
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4.7. FIBIERIEORE

(1v9—71—-2Tv710L—v3vE-R] [CCHEIBEHHEOREEZTVET, BEXBRDS
R, [FETET— ] (CT [show egressrate-limit] TBRUTLEEL),

wEEREE Y

| 1Y59—DJ1—-20Y71T0L—YavE—R | egressratelimit

WEilEHEREIVY > R

‘ AVI—TI—RAVT1TJL—Y3avE-—NR | egress-rate-limit [<unit(1Mbps/unit)>]

a2z =T sy i e o

‘ AVI—=TI1—RAVT1TJL—vavE—F | no egress-rate-limit

HEEREsSRIY Y R
| BEE—R | show egress-rate-limit
M24GPWR+# show egress-rate-limit

Port Bandwidth Status
1 1000 Disabled
2 1000 Disabled
3 1000 Disabled
4 1000 Disabled
5 1000 Disabled
6 1000 Disabled
7 1000 Disabled
8 1000 Disabled
9 1000 Disabled
10 1000 Disabled
" 1000 Disabled
12 1000 Disabled
13 1000 Disabled
14 1000 Disabled
15 1000 Disabled
16 1000 Disabled
17 1000 Disabled
18 1000 Disabled
19 1000 Disabled
20 1000 Disabled
21 1000 Disabled
22 1000 Disabled
23 1000 Disabled
24 1000 Disabled

M24GPWR+3#

4-13 FHHERESR

(show egress-rate-limit)



4. 8. IEEE802. 1X/MAC X — RERFIHERE DR E
(O—/\)Vav7«dv—vavE—R] & [1v9—TJ1—23vT74TL—vavE—R] [CT
I[EEE802.1X BL UV MAC R—ABIDHREETVE T, BERABHROBRIE. UFEET—F] I

T [showdotix<1-20or1,2,30r1,2,3-5>] TBRLTLLEEL,

NAS ID 8&EJV > R<Port Based Mode, MAC Based Mode>

‘ 0=V 74—y 3avE—NR | dot1x nas-id <NASID> |

SREArEEEE I~ > R<Port Based Mode>

AV —TI1—RAVT1JUL—avE—F |dotlx port-control {auto | force-authorized |

force-unauthorized}
EHAREBERAIEREE IV > R<Port Based Mode>

‘ AVI—TI1—RAVT1TL—v3avE—NR | dot1x re-authentication |
ERINESRAHEY IV > R<Port Based Mode>

| 1¥9—71—20Y7+4JL—¥3vE—F | no dotlx re-authentication |
EREISRIREEE IV Y K<Port Based Mode. MAC Based Mode>

| 1¥9—71—20v74JU—Y3YE—R | dotix timeout re-authperiod <1-65535> |
ISAPYNIALPY MNREEREIV Y F<Port Based Mode, MAC Based Mode>

| 1¥9—T71—20vT714JU—Y3VE—R | dotix timeout supp-timeout <1-65535> |
BALY—/\NI 1 L P MFERE IV > R<Port Based Mode, MAC Based Mode>

‘ AVI—TI—RAVT1TJL—Y3avE-—NR | dot1x timeout server <1-65535> |
RAFKRERFERRI O~V > F<Port Based Mode, MAC Based Mode>

‘ AVI—TI—RAVT1TJL—v3avE-—NR | dot1x timeout quiet-period <1-65535> |
RAFBXEERAESRTE IV > F<Port Based Mode, MAC Based Mode>

| 1v9—T1—20Y747L—¥3vE—F | dotixtimeout tx-period <1-65535> |
RALBABXEHTOREE IV R<Port Based Mode. MAC Based Mode>

| 1Y9—71—-20Y71TL—Y3avE—K | dotlx maxreq <1-10> |
BERAPRREAIHALEE O~ > R<Port Based Mode>

‘ AVI—TI1—RAVT1TL—r3avE—R | dot1x re-authenticate |
EREPRREAIHASRE OV > R<Port Based Mode>

| 1v59—T1—20YT740L—>3vE—R |[dotixinit |
SOALEKEF N > R<Port Based Mode. MAC Based Mode>

| 1¥9—71—20vT714JU—>3YE—R | dotix control-direction {both | in} |
B’V Ay MERREVY Y R<Port Based Mode>

| 1¥9—71—20vT714JU—v3VE—R | dotixsupplicantnum <1-512> |
BIALE—RYIDEX IV R (Port Based Mode, MAC Based Mode)

‘ AVI—TI—RAVT1TJL—Y3avE-—NR | dot1x port-auth-mode {port-based | mac-based} |
SBEPRREIHAERE IV >~ R<MAC Based Mode>

‘ AVI—TI—RAVT1TJL—Y3avE-—NR | dot1x mac-based init [<MAC address>] |

BRRAPRREIRALERE OV > R<MAC Based Mode>

AV —TI1—RAVT1TUL—3avE—F |dotlx macbased re-authenticate [<MAC

address>]

ERINBERIIE IV R<MAC Based Mode>

AV —=T1—RAVT1JUL—v3avE—F |dotlx macbased re-authentication [<MAC

address>]
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TEHAMEEREE R IV > R<MAC Based Mode>

AVI—TI1—RAV T4 T L—Y3aVE-—R

no dot1x mac-based re-authentication [<MAC
address>]

EAP-Request EEBM IV > F<MAC Based Mode>

| 1Y9—DJ1—20vT71T0L—YavE—R

| dot1x eap-request |

EAP-Request S IV > F<MAC Based Mode>

| 1Y9—DJ1—20vT71T0L—YavE—R

| no dot1x eap-request |

Guest Access BREIVV R

| 1¥9—J1—2R0vT71JL—YavE-—R

| dot1x guest-vlan <vlan-id> |

Default VLAN 88 IV VR

| 1Y9—T1—20YT714JL—Y3VE—R

| dot1x default-vlan <vlan-id> |

EBaE VLAN 81V Y F<Port Based Mode>

| 1¥9—DJ1—20vT71JL—YavE-—R

| dot1x dynamic-vlan |

Guest Access N\NDBEFAFEERE IV > K<Port Based Mode>

| 1v9—T1—20YT1JL—v3VE—R

| dot1x guest-access {timeout | both | auth-fail} |

Force Authorized MAC Address MDE&TE

aNvVEk

JO0-\)\3dv T« —vavE-—R

dot1x forceAuthorized MAC <MAC address>
mask-bit <mask-len> auth-mode {authorized |
unauthorized} portlist <1-2 or 1,2,3 or 1,2,3-5>

FPAMBEERESR IV Y R<Port Based Mode, MAC Based Mode>

FHgE— bR

show dot1x {port-based <1-2 or 1,2,3 or 1,2,3-5>
| mac-based <port num>}

Force Authorized MAC Address S&8ES8R IV R

FrgE— bR

show dot1x forceAuthorized-MAC {all | single
<MAC address>}

Unauthorized MAC Address —E8RIVY KR

EE—F

show dot1x wunauthorized mac-address-table
{ interface <interface name> | mac }

Guest Access. Default VLAN s25€8RRIOV VR

| ®EE—R

| show dot1x guest-default-vlan |

IEEE802.1X Statistics 2RIV R

EE—F

show dot1x statistics <port num> {since-reset |
since-up }
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M24GPWR+> enable
M24GPWR+# show dot1x port-based 1-2

NAS ID : Nast

Port No : 1 Authorized MAC Address | —i—i—i—i—i—
Port Status . Authorized OperCGontrolDirection
Port Control . Force Authorized AdminControlDirection :
Quiet Period : 60 seconds Transmission Period
Supplicant Timeout : 30 seconds Server Timeout

Max imum Request D2 Re-auth Period

Per Port Re-auth : Disabled Current PVID

Dynamic VLAN - Disabled Guest VLAN ID

Default VLAN ID Do— Guest Access Mode

Port No : 2 Authorized MAC Address : —i—i—i—1—1—
Port Status : Authorized OperGControlDirection
Port Control : Force Authorized AdminControlDirection :
Quiet Period : 60 seconds Transmission Period
Supplicant Timeout : 30 seconds Server Timeout

Maximum Request D2 Re-auth Period

Per Port Re-auth : Disabled Current PVID

Dynamic VLAN > Disabled Guest VLAN ID

Default VLAN ID D Guest Access Mode
M24GPWR+#

: Both

Both

030
© 30
3600

© Both

: Both

Both

© 30
: 30
: 3600

: Both

seconds
seconds
seconds

seconds
seconds
seconds

4-14 |EEE802.1X REALRESR
(show dot1x port-based 1-2)
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4,.9. IGMP Snooping MRE

(DO—/\)bav7+10L0—yavE—R] & [1v9—TJx—23vT7+9L—vavE—R] [CT
IGMP Snooping DFEEZITLE T,

IGMP Snooping B%EEIV R

‘ 0=V 74—y 3avE—NR ‘ ip igmp snooping enable ‘
IGMP Snooping #E#EEIVV R
‘ 0=V 74—y 3avE—R ‘ no ip igmp snooping enable ‘
IGMP Snooping I—IVT 94 LREINVV R
‘ J0-N\IW3AvT4Jdb—yavE-—R ‘ ip igmp snooping aging-time {router|host} <sec> ‘
IGMP Snooping ERXEFREEEIV R
| 70—V T« TU—YavE-—R | ip igmp snooping report-forward-interval <sec> ‘
NIWFFE+ AT IVIVITEHIR VR
| 70—V T4 TL—yavE-—R | ip multicast filtering enable |
VILWFF+ AT IVIVUVTEHIVV R
| 70—V T4 TL—yavE-—R | no ip multicast filtering enable |
VLAN 7« JVIREINV R
‘ 0=V 74T L—y3avE—NR ‘ ip igmp snooping vlian-filter vlan <vlan-id> ‘
VLAN 7« JVIHIEROVY >V K
‘ 0=V 74—y 3avE—NR ‘ no ip igmp snooping vlan-filter vlan <vlan-id> ‘
IGMP Snooping ¥ILFF+AM—T ¢ VIOREIVV R
0=V 74T -y 3avE—NR ip igmp snooping mrouter learn {igmp | pim-dvmrp
| both}

IGMP Snooping ¥ILFF+ A VI—T T —AFEIVV R
J0-N\W3AvT4Jdb—yavE—R ip igmp snooping mrouter interface <interface
name>

IGMP Snooping ¥ILFF+ A1V —T x—RHIRFIVV R
J0-N\W3AvT74Jdb—yavE—R no ip igmp snooping mrouter interface <interface
name>

IGMP Snooping B#HEREIV B
J0-N\W3aAvT74Jb—yavE—NR ip igmp snooping vlan <vlan-id> static <MAC
address> interface <interface name>
IGMP Snooping BEEEHIERIVY > R
J0-N\3aAvT74Jb—yavE—NR no ip igmp snooping vlan <vlan-id> static <MAC
address> interface <interface name>

Leave XEEBERBEREIVV R

| 70—V T« TU—vavE-—R | ip igmp snooping leave-delay-time <value> \
IGMP Snooping Querier BMEREIVY >V K

| 70—V T4 TL—yavE-—R | ip igmp snooping querier enable |
IGMP Snooping Querier WEREIV > R

| 70—V T4 TL—yavE-—R | no ip igmp snooping querier enable |
IGMP Query /A\—Ya VEEEIVV R

‘ 0=V 74T -y 3avE—NR | ip igmp snooping querier version {1 | 2} ‘
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IGMP Query EEBRREIV K

‘ J0-N\IWAVT4Jdb—yavE-—R | ip igmp snooping querier query-interval <sec>
IGMP Query IbBREEREIVY R

‘ J0-N\WaAvT4Jdb—yavE-—R | ip igmp snooping querier max-response-time <sec>
IGMP Querier 91 APY MNEEREIVVF

| 70—V T4 TL—yavE-—R | ip igmp snooping querier timer-expiry <sec>
TCN Query XEHEEIVV R

| 70—V T4 TL—yavE-—R | ip igmp snooping querier tcn query-count <count>
TCN Query XEEREREIVV R

‘ 0=V 74—y 3avE—NR | ip igmp snooping querier tcn query-interval <sec>

IGMP Snooping leave 82V R

| 1v9—71—20vT714JU—>3vE—R | ipigmp snooping immediate-leave

IGMP Snooping leave B EHIBR IV

| 1v9—71—20T74JL—>3YE—R | noip igmp snooping immediate-leave

IGMP Snooping EBRIVV R

‘ FHEE—F | show ip igmp snooping conf
IGMP Snooping ¥ILF++ X FREBRIVV R

\ KHEE— R | show ip igmp snooping mrouter
IGMP Snooping VLAN 7 ¢ )L T7—TJ)UsRESRIVYV R

\ KHEE— R | show ip igmp snooping vlan-filter-table
IGMP Snooping Querier RESRIVV K

‘ KHEE— R | show ip igmp snooping querier
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M24GPWR+> enable
M24GPWR+# show ip igmp snooping conf

IGMP Snooping Status . Enabled
Multicast Filtering Status: Disabled
IGMP Snooping Querier > Disabled
Host Port Age—Out Time 1 260 sec
Router Port Age-Out Time : 125 sec
Report Forward Interval : 5 sec

M24GPWR+# show ip igmp snooping mrouter
Dynamic Detection: PIM and DVMRP

VLAN ID Port List

M24GPWR+#

4-15 IGMP Snooping &REDSR
(show ip igmp snooping conf)
(show ip igmp snooping mrouter)

M24GPWR+> enable
M24GPWR+# show ip igmp snooping querier

Querier Status - Disabled
Current Role : Querier
IGMP Version . Version 2
Query Interval © 60

Max Response Time 10
Querier Timeout © 120

TCN Query Count 12

TCN Query Interval 10

TCN Query Pending Count : 2

M24GPWR-+#

4-16 IGMP Snooping Querier & D3R
(show ip igmp snooping querier)
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4.10. PoE ((EEBRERE) DERE (Switch-M24sG #[x<)

[O—-/N)bav7+«0L—yavE—R] & [1v9—TJx—2avT749L—vavE—R] [CT

PoE DEEZITVE T,

SNMP b5 w7 3%{ER PoE #6E8ALEMEREIVY R

| 70—V T« TL—yavE—R

| peth usage-threshold <percent>

F—N\—0O—RFEBEEREREIVVR

| 70—V T4 TL—yavE—R

| peth disconnection-method { next-port | low-priority }

77 VOEmEEREIVY B

| 70—-/\LavT1TL—YavE-—R

| fanspeed { low | high}

PoE R—hEBREIVV R

| 1Y9—T1—20YT14TL—2avE—R

| no peth shutdown

PoE /R— MEBREIVV K

| 1Y9—DJ1—20vT710L—YavE-—R

| peth shutdown

feEE) LREEIVY R

| 1Y9—DJ1—20vT710L—YavE-—R

| peth limit { auto | <3000-30000> }

CEECEREIVY R

| 1¥9—J1—2R0vT71JL—YavE-—R

| peth priority {critical | high | low}

PoE /h—hRESRIVV R

‘ FHEE—F | show peth-port |
PoE BESRIVVIF
‘ FHEE—F | show peth-conf

M24GPWR+> enable
M24GPWR+# show peth-conf
Fan Speed :

Power Budget :

Power Consumption :

Power Management Method :

M24GPWR+# show peth-port

Power Usage Threshold For Sending Trap:
Deny next port connection,

High

370W

ow

50 %

regardless of priority

LN =

M24GPWR+#

No. Admin Status Layer Class Prio.  Limit(mW) Pow. (mW) Vol. (V) Cur. (mA)
Up  Not Powered - - Low Auto 0 0 0
Up  Not Powered - - Low Auto 0 0 0
Up  Not Powered - - Low Auto 0 0 0
Up  Not Powered - - Low Auto 0 0 0
21 Up Not Powered - - Low Auto 0 0 0
22 Up Not Powered - - Low Auto 0 0 0
23  Up Not Powered - - Low Auto 0 0 0
24  Up Not Powered - - Low Auto 0 0 0

4-17 PoE/PoE h— hREBERSR
(show peth-conf)
(show peth-port)



4,11. A h—Abzay hu—/LORE
[DO-n\Wav7490—vavE—R] ICCAM—ALOY O-ILDEFREZTVEYT, EXNBHR
DO2BIE. [UFHET—FR] (CT [show storm-control] TBRBRUL TLTESLY,

Ab=4LdvbO-)L TO—F++Xb) BYEREIVVR

‘ AV —TJI—RAAVT4TL—YavE—R | storm-control broadcast

Ab—=LdrkO-)b TO—-FF+RM) EHREIVVR

‘ AV —TJI—RAVT4TL—YavE—R | no storm-control broadcast

A=Ay kO-)b RIVFFE+AN) BHEREIVVR

‘ AVI—TI1—RAV T4 T L—Y3aVE-—R | storm-control multicast

A=Ay kO-)b RIVFF+AN) \BHEREIVVR

| 1v9—J1—20YT7+1JL—¥3avE—R | no storm-control multicast

Ab=LTrb0-)b AZF+R M) EHREIVVER

‘ AV9—TJT—RAV T4 T L—Y3aVE—R | storm-control unicast

Ab—LIvb0O-Ib AZF+A) B\HEEIVVR

‘ AV —TJT—RAV T4 ITL—Y3aVE—R | no storm-control unicast

LEVMEREIVV R

‘ AVI—TI—RAV T4 T UL—YavE-—R | storm-control threshold <0-262 143>

Ab—LIJvbO-IEBESRIVVF

‘ SET—R | show storm-control

M24GPWR+> enable
M24GPWR+# show storm-control

Port Storm Control Setting:

No. DLF Broadcast Multicast Threshold
1 Disabled Disabled Disabled 0
2 Disabled Disabled Disabled 0
3 Disabled Disabled Disabled 0
4 Disabled Disabled Disabled 0
5 Disabled Disabled Disabled 0

20 Disabled Disabled Disabled 0

21 Disabled Disabled Disabled 0

22 Disabled Disabled Disabled 0

0
0

23 Disabled Disabled Disabled
24 Disabled Disabled Disabled

M24GPWR-+#

4-18 R b—ATYbO-VEESR
(show storm-control)
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4.12. Vo7 7a baLORE (Switch-M24sG ZFR<)
(V>0 av7+00—vavE—R] (CCUYI77O0MJLDOREEZTVET, EXBERDS
BIE. [FETET—R] (CT [show rrp status[Domain Name]] TBRUL TLEEL),

V>0 JVEMREIVVR

‘ 0=V 74—y 3avE—NR | enable rrp status
D770 J)VEEREIN Y R

‘ 0=V 74—y 3avE—R | no enable rrp status
RRP R XA MEREREIV R

‘ J0-N\IW3AvT4Jdb—yavE-—R | rrp domain <Domain Name>
RRP KX VHIEROY VR

| 70—V T« TU—YavE-—R | no rrp domain <Domain Name>
BEREINY VR

‘ UyogaAv 71—y avE—R | rrp type {master | transit}
H VLAN REIVV R

‘ UyogaAv 7140 L—vavE—R | control vlan<vlan-id>
T—9 VLANREIVV R

‘ UvZgaAv 7140 —vavE—R | data vlan<vlan-id>
TSA4RUR—REOVYVR

‘ UvZgaAv 7140 —vavE—R | primary port <port number>
THYFTUR—-IREIVVR

‘ UvZgaAv 7140 L—vavE—R | secondary port <port number>
fail-period &EIVVF

‘ UvZgaAv 7140 —vavE—R | fail-period <seconds>
polling-interval &IV K

\ UyoAv T4 J0b—vavE—R | polling-interval <seconds>
V>0 JVEREBRINV R

\ KHEE— R | show rrp status [Domain Name]
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M24GPWR+> enable

M24GPWR+# configure

M24GPWR+ (config)# interface vlan10
M24GPWR+ (config—if)# member 1-12
M24GPWR+ (config-if)# exit

M24GPWR+ (config)# rrp domain RING-1
M24GPWR+ (config-rrp)# rrp type master
M24GPWR+ (config-rrp)# primary port 23
M24GPWR+ (config-rrp)# secondary port 24
M24GPWR+ (config-rrp)# control vlan100
M24GPWR+ (config-rrp)# data vlan10
M24GPWR+ (config-rrp)# exit

M24GPWR+ (config)# enable rrp status
M24GPWR+ (config) # end

M24GPWR+# show rrp status RING-1

RRP Domain Name © RING-1
RRP Node Type : Master
RRP Ring Status : Failed
Primary Port 23
Primary Port Status : Down
Primary Port Role : Upstream
Secondary Port 124
Secondary Port Status: Down
Secondary Port Role : Downstream
Polling Interval 1
Fail Period 12
Control VLAN : 100
Data VLAN 10
M24GPWR+

B44-19

D>o770O8JVERE - BRIVVKR
(show rrp status)
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4,13. R— M TNV —E L T DERE (Switch-M24s6 ZEE<)
(JO—/\ )3V 7400 —Y3VE—R] CTR— I IL—EVYTNDEEELET, h—b
TJIW—EVTHEBETDE. —bTIL—TDXAVIN—([CIBESNI=R—MERE—2IL—"D X
VIN—Ih— R EDAHBENTIBEERDE T, Eh—MIEBEDKR—RIIV—T(CEIDHTBRIE

NEJEETT,

REBMOBRIE [FEET— K] (CT [show port-group] TBRUL TS,

m—rJI—fe IV VR

| 70—V T4 TL—yavE-—R

| port-group <1-256> name <Name> member <Portlist> |

m—FJI—THIRIV VR

| 70—V T4 TL—yavE-—R

| no port-group <1-256> |

M—rJI—TEHIVVER

| 70—V T4 TL—yavE—R

| port-group <1-256> enable |

R—rJI—TEHIV VR

| 70—V T4 TL—yavE—R

| no port-group <1-256> enable |

R—hII—EVITRESRIVVR

| UY0avT40U—yavE—R

| show port-group |

M24GPWR+> enable
M24GPWR+# configure

M24GPWR+ (config) # port—group 1 name Group_1 member 1-3
M24GPWR+ (config) # port—group 2 name Group_2 member 2-4
M24GPWR+ (config)# no port-group 2 enable

M24GPWR+ (config)# end

M24GPWR-+3#

4-20 R—rTIV—EVTDEE
(port-group 1 name Group_1 member 1-3)
(port-group 2 name Group_2 member 2-4)

(no port-group 2 enable)

M24GPWR+> enable
M24GPWR+# show port-group

Total Groups : 2

Group ID Group Name Group Member Status
1 Group_1 1-3 Enabled
2 Group_2 2-4 Disabled
M24GPWR+#

421 R—MTIL—EVTRENDBR
(show port-group)
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5. MEMRHRDRT

FHEE—R] [CTIOEEDHIIBROBSREITVET,

frstEHR(trafficBRIT VR

| BEE—R

‘ show interface counters <interface port>

fretER(error) BRIV R

| BEE—FR

‘ show interface counters errors <interface port>

M24GPWR+> enable
M24GPWR+# show interface counters gi0/1

Elapsed Time Since System Reset: 000:11:48:59

Total RX Bytes Total RX Pkts Good Broadcast Good Multicast

604288 9442 0 9442
64-Byte Pkts 65-127 Pkts 128-255 Pkts
9447 631 0

256-511 Pkts 512-1023 Pkts 1024-1518 Pkts
0 0 0

M24GPWR+# show interface counters errors gi0/1
Elapsed Time Since System Reset: 000:11:49:29

CRC/Align Errors Undersize Pkts Oversize Pkts

0 0 0
Fragments Jabbers Collisions
0 0 0

B51 #MEHEBROBR
(show interface counters gi0/1)
(show interface counters errors gi0/1)
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6. \—IavVPvITHEIURET7TILDI IV /P Y
’O0—RDETT
USIET—R)ICTN—I 3V Py IPEET7IILDS O vO— R/ Py O—R&EFUVET,

N=I3VPyTRTIVYVER
| BEE—R | copy tftp <ip-address> <filename> image |

M24GPWR+> enable
M24GPWR+# copy tftp 192.168.1.100 pn26249. rom image

Downloading Image From Remote Server. (Press CTRL-C to quit downloading)
Receive 81408 bytes

6-1 N=YavrPv>r
(copy tftp 192.168.1.100 pn26249.rom image)

EETPAI Py O—-—RIOVYVR

‘ FEE—F ‘ copy running-config tftp <ip-address> <filename> |
BEIPIIVSOYO—RIOVYVR
‘ FEE—F ‘ copy tftp <ip-address> <filename> running-config |
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7. BiEE

UStEE—F] [CTHESZTLET,

BEFHIVUR

| BEE—R

‘ reboot {normal | default | default-except-IP}

M24GPWR+# reboot normal

Are you sure to reboot the system? (Y/N) y

Memory test....0K

Decompressing. .. 0K

System database initialization ..

BCM unit 0: SOC registers test ...
BCM unit O: PHY registers test ...
BCM unit O: MAC loopback test ....
BCM unit O: PHY loopback test ....
Fan sensor test ...............
Temperature sensor test .......
PoE test ........... ... ...... ..

Checking Image Bank Integrity ...

Booting system
Decompressing. .. 0K

Initializing ....

0K

Passed
Passed
Passed
Passed

... Passed
... Passed
... Passed

0K

7-1 BiEEEm

(reboot normal)
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8. HlSMLE

(D0—/N)V3dVT1TL—r3avE—F] [CCHESHDEREPBRESDETZITLET,

FISMLE BRIV R

‘ 0=V 74—y 3avE—NR ‘ exception-handler enable

FISMLER IV R

| 70—/NVJYT1TL—2avE—R | no exception-handler enable

FISMLER REIVY R

J0-N\V3AvT1Jb—y3avE—-R | exception-handler mode
{ debug-message | system-reboot | both }

FIMLERREE BRIV R

‘ FHEE—F ‘ show exception-handler

M24GPWR+> enable

M24GPWR+# configure

M24GPWR+ (config)# exception-handler enable
M24GPWR+ (config) # exception-handler mode both
M24GPWR+ (config) # end

M24GPWR+# show exception—handler

Exception Handler: Enabled
Exception Handler Mode: Debug Message & System Reboot
M24GPWR+#

81 BISMLEEESIR
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9. Ping M=EfT

INTOE—RICTPIng ICLDHRBHRZITOZENTEF T,

Ping VYK

‘ INTHE—F ‘ ping <ip-address>
Ping(Cl¥)Jv >

‘ INTHE—F ‘ ping <ip-address> [-n <count>]
Ping(91 A7 )OIV R

‘ IRTOE—NF ‘ ping <ip-address> [-w <timeout(sec)>]

M24GPWR+> ping 192.168.1.100

Type Ctrl-C to abort

Reply Received From : 192.168.1.100, TimeTaken : 7 ms
Reply Received From : 192.168.1.100, TimeTaken : 67 ms
Reply Received From : 192.168.1.100, TimeTaken : 5 ms

——— 192.168.1.100 Ping Statistics —
3 Packets Transmitted, 3 Packets Received, 0% Packets Loss

M24GPWR+> enable
M24GPWR+# ping 192.168.1.100

Type Ctrl-C to abort

Reply Received From : 192.168.1.100, TimeTaken : 8 ms
Reply Received From : 192.168.1.100, TimeTaken : 5 ms
Reply Received From : 192.168.1.100, TimeTaken : 5 ms

—— 192.168.1.100 Ping Statistics —
3 Packets Transmitted, 3 Packets Received, 0% Packets Loss

M24GPWR+# config

9-1 Ping ME1T
(ping 192.168.1.100)



10. YRAFL0O0T7 D3R

UFEE—F] (CTYRTLODBRZTVET,

YATLAOTBRINVER

‘ KET— R ‘ show syslog
YATLAOTIVUPHREINVR

‘ 0=V 74T L—y3avE—NR ‘ syslog clear

M24GPWR+ (config—if)# end
M24GPWR+# show syslog

Entry Time (YYYY/MM/DD HH:MM:SS) Event

1 2001/01/01 00:00:00 Reboot: Factory Default Except IP

2 2001/01/01 00:01:05 Login from console

3 2001/01/01 00:01:10 (Bridge) Topology Change

4 2001/01/01 00:01:35 Login from telnet. (IP : 192.168.1.100)
M24GPWR-+1

10-1 YRAFLOTRR
(show sys-log)
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10. 1. VAT A2 S OHRE

(2O—/\ )WV T40L—y3aVE—R]ICTAIRY NBOYV AT LAOTDEEEITVET,

Uy IRRBHEESNIRROY AT L0007 DFREEWEE IV R

| 70-13YT71TL—Y3VE-R | log enable linkupdown

DY ORENEESNTBRDI AT L0070 DFEERIEEIN VR

| 70—V T1TL—23vE-R | nologenablelinkupdown
POE DISERRENBESNIBNI AT LOJ DRFEMNREIVY R

| 70—V T1TU—23VE—F | logenablepoe-onoff
PoE DISBRENEESNIBRDI AT L0070 DERFRIEEIN Y R

| 0=/ T74JL—y3vE-R | nologenablepoe-onoff
VAT LOTFESRIVY R

| BEE—F | showlog configuration

24GPWR+> enable
24GPWR+#t show log configuration

Individual Log

Link UP/DOWN . Enabled

PoE ON/OFF : Enabled
M24GPWR-+

102 YRATFLOTDEESRIVV R
(show log configuration)
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11. RERBDET

UFEE—F] [CTREBROREFZITVLE T,

HEFRFIVVE
‘ BEET—R ‘ copy running-config startup-config

M24GPWR+> enable
M24GPWR+# copy running-config startup-config
Please wait a minute

Save current state to startup config successful ly!!

M24GPWR-+#

11-1 REBRDRET

73



12. REREDSR

(FHET—R] [CTEREBRDBRZITVLET,
EEEHRBSRIOVUR
‘ YET—R ‘ show running-config
FRERAREBERSRIOVUR
‘ YET—R ‘ show startup-config

Building Configuration...
Current Configuration:
I — start of config file —

|
enable

config
|

crypto key generate rsa
|

|
spanning—tree mst enable

spanning—tree mst version mstp

spanning—tree mst name MST1
spanning—tree mst 1 vlan 10

| — Software Version @ X.X.X. XX ——

ip address 192.168.1.1 255.255.255.0
ip default-gateway 192.168. 1. 254

spanning-tree mst 1 priority 0x8000

interface GigabitEthernet0/1

jumbo
|

interface GigabitEthernet0/2
More ..... To stop press (n)

12-1 HEBROSR

(show running-config)
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