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1. ANV FOEE

OV RDBEE UTUTO S5 DOEEAHDET,
® 1—4Y¥E—K

@ BEE—F

® JO0—/\WaAvTJ7+1JdL—yavE—NR

@ AVI9—TJT—RAVIT«TUL—Y3avE—R
® =9IV T1JL—Y3avE-—R

& Tera Term - COMA VT
File Edit Setup Control Window Help

FEX

B1-1 OVYRORE

enable IV R

- enable VY REI-—YE-FHOFEE-FCBDIIVY T,
MI2AL3K > v evveeroeeneesosnnetesennnsessnnnns dI—HF—R

M24L3X> engble:cecceereeeeceeneeenienenns 1—HFE—RGET—R
M24L3X# .................................... %*E:E_ I\

M24L3X# d|Sab|e ............................ %*E:E_ IQ‘:}:L_-UE:E_ I\“
MI2AL3K > v evveeroeeneesossneeesennacassnnnns I—HF—R

disable V¥V F

- disable AV Y RIFFHEE— NS I—HE—RICRDIVY R T,
M24L3X# .................................... %*E:E_ I\

M24L3X# d|Sab|e ............................ %&:E_ I\\\::L_-UE:E_ I\“
MI2AL3K > v evveeroeeneessssnacessnnasessnnnns I1—HF—R



configure IV
-FETE—FHASIJ0-/NWIAV T« I L—yavE-—RICBDIVYRTY,

M24L3X# .................................... %*E:E_ I\“
M24L3X# configure«« e seeeeeeneeeeeeeennn. EET— RN
=70—/\
V7140 b—vavE—NR
M24L3X(config)fte=eeeerrreeeeeeeeeeeennnnnn. 50—/\)b

mVREAVESEDE I

interface OV R
- JO0—/\ VAV T4 dUL—YavVE—RIBAVI—T—RAV T4 T -3 VE
—RICBDIVYVRTT,

M24L3X(CONFIgYH === o semeemsrmsenseeeenees 00—V T 1T - avE—R
M24L3X(config)# interface vlan1-«+-«x-x---- J0-N\)3AvT740b—v3avE—NR

>4 —J1—R
dvJ7«40Ub—y3vE—R(vlan1)
M24L3X(config-if)# exitesececerereeeeeeee. 1V9—-—TJ1—2R
aAvJ«4J0b—v3avE—NR
=>70-N\)3AvT1Jb—Y3avE-—R
M24L3X(config)# interface FastEthernet0/1--2 00—/
dvJ740b—v3avE—NR
>4 —J1—R
AV T74JU—yavE—-—R(GFR—K 1)

M24L3X(Conf|g_|f)# ........................ 4?9—71—7\
AvT740b—v3avE—FR

M24L3X(config)fe ceemrrrreerrreeneeeees. J0-\)\AvT74TJb—v3avE-—NR

exit AV

« 1 DHINE—RICRDE T,

M24L3X(config-if)# exits««eesereeeeeeeee.. 15— 1—X

Y740 —vavE—NR
=>00-N\)V3AvI74J0b—Y3avE—FR

M2A4L3X(config)# exits««eerrrreeerreeneees J0-\)\AvT4Jb—y3avE-—NF
>fHEET—F

M241.3X# ex't .............................. %*E:E_ IQ‘:}]__-U*‘:E_ I\“

MI2ALIX v evvrenrrenesennesaneseaneennennns 1—HFE—R
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end AVYVIR

* AV T4 L—ya YNV RHOFEE—RCRDIVYRTT,

M24L3X(config-if)# end-xcecererrececerens AVI—=TI1—RAV T 1T =3V
E-F=>5ET-F

M24L3X# config

M24L3X(config)# end««=veeeeerereeeeceee. J0-N\I3AV T4 b—v3avE—NR
SFHEE—N
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?ONVER
- BE—RT 7 ZANTDE. ZDE—FRDETHEREHNBRTEXT,

& Tera Term — COM4 VT

File Edit Setup Contral Window Help

M24L2K> enable e
edLaHE 7 T

confizgure Change mode to Global Configuration mode

Copy To upload confiz file or download imazefconfiz file

dizable Exit from Privileged EXEC mode

exit To exit from the present mode

logout To logout from the CLI shell

mode To display the available modes

ping To diagnose bazic network connect iwity

reboot To reboot system

show To display running system information
| [T

e

B1-2 ?3aVVF
BAZE
+ EREIF—ZANTDE BRIOIVY RARRSINE T,

m Tera Term — COMA VT
File Edit Setup Control Window Help

M2AL3E-01(conf iz)f hostrame M24L3¥-01
M2 AL3%-01{conf ig)

&)

Bl 1-3 BATE

12



RFESERT

OVY ROANEIC ? EANTDE, H—YVILOBFRICH U O7 Y ROBHEHSE
NRTSNET.

| e T — COMTL A A= &9
Eile Edit Sshp Contol Wisdew Hel

el enable

el conf ig

Wa{cont i)l ip address 7
Cip-address> ext 192.760.1.1
dhep To enable [DHEF

ﬁe:{[m-n‘f]:{l ip address i

1-4 RESZERT

VY RAADERS
OV Y RBLUSIHDAARZZENEN—RICHAITE DN FE TZANINEZDED
XFDANEERTDIENTEFXT,

OWai=10)|
® cnable — en
® show running-config — sr

(B TE R0 )
® o — configure BXV copy MEFICHDIcHIS—ERDET,

SRR DOETSORKSUTOED 20D FXT,

< > . WAERE — WMIANTDILICLTLIESLY,
{1} =RE — VWINHZBRUTAAL TS,

[ ] . #ATvay — BBECHUTAALTLEE,
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2. BERBHRORT

[5H#EE—F] (CT [showsys-info]l] ZANTDER 2-1 DL SICAEBEDEAREHRZHE
HIDIENTEET,

= Tera Term — COM4 VT

File Edit Setup Control Window Help

M24L3%> enable A
MZ4L3%E show sys-info H

System up for + 1hr(s), Sdmin(=), 1Bsecis)
Boot Code Yersion $1.0.0.05 / Jan 29 2007 11:48:47
Runtime Code Yersion @ 1.0.0.26 / May 25 2007 11:26:03

Hardware Information

Yersion .00
DR&N Size T 128ME
Fixed Baud Rate : 3600bps
Flash Size : 16ME

Administration Information
Switch Mame B
Switch Locat ion
Switch Contact

System Address Informati
WiC Address g
IP Address LT
Subnet Mask 0.0.0.0

Mz4Laxg v

B2-1 EffERSRIVUF
(show sys-info)

BEXERSRIVUE

HHEE—F | show sys-info

14




3. EXMRERE
3.1. EEERORTE

(DO—/\N)V3aAv 7«0 L—v3vE—R] ([CTEEESR.

REHA, EBLERELE

9, REBHRDBRIE FHEET—R] [CT [show sys-info] TIHRLTEELY,
TRAMBEREINVVF
J0-N\3AvT4JUb—r3vE—F | hostname <hostname>
HEOVY VR
J0-\3AYT14JL—r3avE—K | no hostname
REBREIVV R
J0-N\NV3AvT714JLb—r3vE—R | snmp-server location <server location>
HIEROV VR
J0-\N3AvT74JLb—r3vE—R | nosnmp-server location
EHgSEREIVUR
J0-/\N)bAvT71JL—3avE—FR | snmp-server contact <server contact>
HEOVY VR
J0-N\3AvT74JL—r3avE—RK | nosnmp-server contact
EAEESRIVUK
FHEE—F show sys-info
B Tera Term - GOM4 VT (=14
File Edit Setup Control Window Help
M24L2K> enable -
H24L3HE confiz 3
M2l 5% conf 12)F hostname M24L3%-01
M2AL3%-01 {canf iz)8 srmp-zerver location DOff ice-7F
M24L3%-01{canf iz)f srmp-zerver contact WO
M24L3%-01{canf iz)f end
MZ4L3K-014
M24L3H-011 show sws-infa
System up for Thr(s), Bfmin(=), 12zecis)
Boot Code Yersion L0.0.08 4 Jan 29 2007 11:48:47
Funtime Code Yersion : 1.0.0.26 / May 25 2007 11:26:03
Hardware Information
Version HR M|
DRAM 2ize 1 128MB
Fixed Baud Rate : 9600bp=
Flash Size HR L]
Administration Information
Ewitch Name 1 M24L3X-01
Switch Location : Dffice-TF
Switch Contact HL U]
Svstem Address Information
WMAC Addreszs t 00:CO:8F:20:07:495
IP Addreszs 00,000
Subnet Mask 00,000
|M24L3N-Uln bt
B3-1 /KRR BRBZ M24L3X-01, HBHA% Office-7F. E#85tc%Z IMNO] &EUTIBED

HEH & BR(show sys-info)
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3.2. IP 7FLAMDEERE

(19 —T1—RAV T4 T L—Y3avVE—R] [CTREBED IP 7PRUR(CETD
HTVWET, HEBHROSRIT BEHET—R] (CT [show vlan all] TTERLESLY,

IP7 FLAREIVY R

AV —TI1—RAVT 1T UL—avE—FR | ipaddress <ip-address> <mask>
IP 7 FLZAHIBRIVY B

AVI—TI—RAVT1TUL—3avE—R | noipaddress
IP7RLZABRIOVV KR

KHEE— R show vlan all

I Tera Term — COMA VT

2

File  Edit Setup Control Window Help

M2 4L3%> enable ”~

M24LIEE confizure

M24L3%(conf iz} interface vland

M24L3% (conf iz-vlan)d ip address 192.168.1.254 255.265.256.0

M2 4L 3% {conf ig-vlan)t end

M2 L3kl

M24L3%E show wlan all

Total YLz @ 1

LAN Name IP Address Type Ports

1 Default YLAM 192.168.1.264/24  Permanent Fal, Fa2, Fad, Fad, Fab

Fak, Fa?, Fal, Fa8, Fall
Fall, FalZ, Fal3, Fald, Falb
Falb, Fal?. Fal®, Fald, Fa2l
Fa1, Fa22, Fal3, Fa24, Gi25
Gi2e

W2 L3 E

M.
S B
3-2 IPPRULARESR

(show vlan all)

IR COEBZEREUVRINIEISNMPEREEEEE TelnetlCL DU E— MMERNER
TEFEBADT, BIREZT> TSV, REBFEHNRPERBERFIRY bT
—JEBE(CTERIZS L, IPPRLVRRBRY FT—0 LOMOEEEEER/L
TRWIEBA, Flow CDEBICIIFEBZFABIDYTRY b EOMOEE
ERIRDYTRY SNRTET T NT— DA ZHREL TS,
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3.3. SNMP D&&RE

(DO—/\)WaAvT714dL—yavE—R]ICTSNMPI—Y TV hELTD

===

X9, REBRDBSRIS [FEE—

SNMP B3IV R

B =]

X ke
K] (CT [show snmp)] TZHRLIEELY,

Z=fT0

J0-N\3aAvT74Jb—yavE—NR

snmp-server agent

SNMP #3aV> R

JO0-\)3dy T« —vavE-—R

no snmp-server agent

SNMP BE(FAAHSH, FHE=TARE)IvY R

JO0-\)\3dv T« —vavE-—R

snmp-server community <index> <community> {RO |RW}

[<ip>]

SNMP EEREHIRIVY > B

JO0-\)\3dvT7«1«0b—vavE-—R

no snmp-server community <index>

SNMP kSv 7 (917, IPPRUZ, J21=F+1&&E)IVVR

J0-N\W3aAvT74Jb—yavE—NR

snmp-server host <index> type {v1|v2} <ip> trap

<community>

SNMP RSvZ (947, IPPRUR, O 17+ ZRE)HRIVV R

J0-N\3aAvT74Jb—yavE—NR

no snmp-server host <index>

SNMP k5 w7 (authentication fai

lure &)V

J0-N\3aAvT74Jb—yavE—NR

snmp-server enable traps snmp authentication

SNMP k5 w7 (authentication fai

lure ERE)HIBRIV >V B

JO0-\)\3dv T« —vavE-—R

no snmp-server enable traps snmp authentication

SNMP k5 w7 (OSPF &:8)dv Y K

JO0-\)\3dv T« —vavE-—R

snmp-server enable traps ospf [<option>/<NULL to see all
options>]

SNMP k35w 7(OSPF SE)4IER IV R

JO0-\)\3dv T« —vavE-—R

no snmp-server enable traps ospf [<option>/<NULL to see

all options>]

OSPF #7'v 3 V&ES
1. Virtual_IF_State_Change
2. Neighbor_State_Change
3. Virt_Nei_State_Change
4. IF_Config_Err
5. Virt_IF_Config_Err
6. IF_Auth_Failure

9. Virt_IF_RX_Bad_Packet
10. IF_TX_Retransmit
11. Virt_IF_TX_Retransmit
12. Originate_LSA
13. MAX_AGE_LSA
14. LSDB_Overflow

17




7. Virt_IF_Auth_Failure 15. LSDB_Approach_Overflow
8. IF_RX_Bad_Packet 16. IF_State_Change
SNMP kS (UVDFDVR—MRE)IVV R

J0-N\3AvT4«JUb—r3avE—K | snmp-server enable traps linkupdown <1-2 or 1,2,3 or
1,2,3-5>

SNMP b Sy (U T9DViR— MRE)HIBRIVYY R

JO-/\)bAVT71JL—3avE—RK | nosnmp-server enable traps linkupdown <1-2 or 1,2,3 or

1,2,35> }
=re, IN >
SNMP 8&#EBRIVV R
KHEE— R show snmp
B Tera Term - COMA VT A=
File Edit Setup Control Window Help
M24L3%> enable ~
M2aL3kt show srmp b
SNMP Azent: Disabled
SNMP Manager List:
No.  Status Previleze IP dddress Commun ity
1 Emabled Read-Write 0.0.0.0 private
2 Enabled Read-0nly 0.0.0.0 public
3 Dizabled Read-Only 0.0.0.0
4  Dizabled Read-Only 0.0.0.0
5 Disabled Read-Only 0.0.0.0
& Dizabled Read-Only 0.0.0.0
7 Dizabled Read-Only 0.0.0.0
2  Disabled Read-Only 0.0.0.0
9 Dizabled Read-Only 0.0.0.0
10 Disabled Read-Only 0.0.0.0
Trap Reciever List:
Mo,  Status Type IF Address Commurity
1 Disabled w1 0.0.0.0
2 Dizabled w1 0.0.0.0
3 Disabled i 0.0.0.0
4 Dizabled w1 0.0.0.0
5 Dizabled vl 0.0.0.0
B Disabled i 0.0.0.0
7 Dizabled w1 0.0.0.0
8 Disabled 1 0.0.0.0
9 Disabled i 0.0.0.0
10 Disabled w1 0.0.0.0
Individual Trap
SNMP Authentication Failure : Disabled
Enable Link Up/Down Fart D 1-28
0SPF Trap Control:
1. Yirtual _IF_State Chanze : Down 2. Meighbor_State_Chanze : Down
3. ¥irt_Wei_State Chamge @ Down 4, IF_Config_Err = Dawn
5. Yirt_IF_Config_Err : Down 6. IF_Auth Failure : Down
7. Virt_IF_Auth_Failure : Down 4. IF_R¥_Bad Packet : Down
9. Virt_IF_R¥_Bad_Packet @ Down 10, IF_T¥_Retranmsmit H
1. ¥irt_IF_T¥ Retransmit @ Down 12, Originate L34 = Down
13, MAH_AGE_LSA : Down 14, LEDE_Dverf low : Down
15. LEDE_Approach Overflow @ Down 16. IF_State Changze = Down
Pz Lt v
=nes
3-3 SNMP RESR
(show snmp)
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3.4. &R—DEE

(189 —TJx—RAV T4 L—3avE—NR)] [CTEHR— MDRERR. BLUHK—

N OBEETVET,
TRBLIEELY,

HEBBRNDSRIE

MN—bhRAT—9REYWIVV/F

[45#&EET— K] (CT [show interface info] T

AVI—TI—RAV T4 T UL—YavE-—R

no shutdown

R—bRAT—IAYIV VR

AVI—TI1—RAV T4 T L—Y3aVE—R

shutdown

R—bhE—REEIVVEF

AVI—TI1—RAV T4 T L—Y3aVE-—R

speed-duplex {auto | 10-half | 10-full

100-half | 100-full}

Iy YRIU—LEBEEEHIV VR

AVSI—TJI—RAVT1TJL—Y3avE-—NR jumbo

I+ VNI U—LEEHHIY Y R
AVI—TI—RAVT1TJL—Y3avE-—NR no jumbo
Z0—3Jvb0O0-IbEHIVYVR
AVI—=TI1—RAVT1TL—vavE-—F flow-control

J0—3dy0O-—-)UEpav v R

AVI—TI—RAV T4 L—YavE-—R

no flow-control

Auto-MDI BV R

AVI—TI1—RAV T4 T L—Y3aVE-—R mdix auto
Auto-MDI IV R
AVIN—TI1—RAV T4 T L—Y3aVE—R no mdix

R—MERSRIVYVR

AVI—TI1—RAV T4 T L—Y3aVE-—R

show interface info
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& Tera Term - GOM4 VT

ok

File Edit Setup GControl Window Help

H24LEK> enable ~

M24L3%YE confizure

M24L3%{conf iz)} interface fal/1

M24L3%{conf iz-if } shutdown

M24L3¥{conf iz-if ) interface fal/2

M24L3%(conf iz-if ) speed-duplex 10-half

M24L3x(conf iz-if ) interface fal/3

M24L3 conf ig-if ) speed-duplex  10-ful

M24L3x(conf iz-if ) interface fal/4

M24L3 conf i- i1 ) speed-duplex  100-half

M24L3%(conf iz-if ) interface fal/5

M24L3%{conf iz-if )i speed-duplex 100-ful

M24L3H conf iz-if ) interface fal/g

M24L3x(conf ig-if ) speed-duplex auto

M24L3H (conf iz-if ) interface fal/7

M24L3% conf iz-if ) flow-contral

M24L3H (conf ig-if ) interface fal/8

M24L3K{conf iz-if )4 jumbo

M24L3¥(conf iz-if ) interface fal/d

M24L3K conf iz-if ) mdix auto

M24L3%{conf iz-if ) end

M24L3%E show interface info

Fort  Trurk Twpe ddmin - Link Mode Jumbio Flow Ctrl  Auto-MDI
100T% Disabled Down Auto Disabled Disabled Enabled
100TY Enabled  Down 10-HDw Dizabled Disabled Disabled
100T¥ Enabled  Down 10-FDwx Dizabled Disabled Disabled
100TY Enabled  Down  100-HDx Dizabled Disabled Disabled
100T¥ Enabled  Down 100-FDux Dizabled Disabled Disabled
100T% Enabled Down Auto Disabled Disabled Enabled
100TY Enabled Down Auto Dizabled Enabled Enabled
100T% Enmabled  Down  Auto Enabled Disabled Enabled
100TY Enabled Down  Auto Dizabled Disabled Enabled
100T¥ Enabled Down Auto Dizabled Disabled Enabled
100TX Enabled Down  Auto Dizabled Disabled Enabled
100TY Enabled Down Auto Dizabled Disabled Enabled
100TH Enabled Down Auto Disabled Disabled Enabled
100TY Enabled Down Auto Dizabled Disabled Enabled
100T% Enabled Down Auto Digabled Disabled Enabled
100TY Enabled Down Auto Dizabled Disabled Enabled
100T% Enmabled Down  Auto Disabled Disabled Enabled
100TY Enabled Down Auto Dizabled Disabled Enabled
100T¥ Enabled Down  Auto Dizabled Disabled Enabled
100TY Enabled Down Auto Dizabled Disabled Enabled
100TY Enabled Down  Auto Dizabled Disabled Enabled
100T% Enabled Down Auto Disabled Disabled Enabled
100TY Enabled Down Auto Dizabled Disabled Enabled
100T% Enmabled Down  Auto Dizabled Disabled Enabled
1000T Enabled Down Auto Dizabled Disabled Enabled
1000T Enabled Down Auto Dizabled Disabled Enabled

| LRETE N

B34

(show interface info)

20

R— MERSR




3.5. POEAFHOHE

(DO-—-N\)3dAv 7«40 L—v3vE—R]
BOEREEXTUVET,

=]

(C—--t\ o AE *

Console 91 AP MREIVV R

0=V 74—y 3avE—NR console inactivity-timer <minute>
Console EBRIVVF

KHEE— R show console

Telnet b—N\9A LAPDFEREIVV R

JO0-\)\3dv T« —vavE-—R

telnet-server inactivity-timer <minute>

Telnet H—/\&EBW IV K

JO0-\)\3dvT7«1«0b—vavE-—R

telnet-server enable

Telnet —/\&EHEHIVV R

J0-N\W3aAvT74Jb—yavE—NR

no telnet-server enable

Telnet b—/\&ESR IV R

FrgE— bR

show telnet-server

Web H—N\EHIVV R

JO0-\)3dv T« —vavE-—R

ip http server

Web v—/\EHIV VR

JO0-\)\3dv T« —vavE-—R

no ip http server

Web b—/{&ESRIVV K

EE—F

show ip http server

B Tera Term - GOM4 VT

File Edit Setup GControl MWindow Help

M24L3K> enable
MZ4L3KE confizure

H24L3% conf iz)) end
M2 4L 3%
H24L34E show console

Console Ul Idle Timeout: Mo timeout
Conzole

active

BH24L358 show telnet-server

Telnet UI Idle Timeout: B0 Min.
Telnet Server

Enabled

I W2 4L3 i

M24L3%(conf i)} console inactivity-tiner 0
M24L3% conf iz)} telnet-zerver inactivity-timer 80

»

3-5 Console 8&U Telnet b—/\DREE SR
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d—4&, NRAT—FREIVVEF

J0-N03vT7«1«00—yavE-—NR username <new username>

KIA—YBODANBCENVNRAT—RBLUFHUWNRT—RZ 2 @ANLET,

I Tera Term — COM4 VT
File Edit Setup Gontrol  MWindow Help

|

M2 4L3%> enable

W2 4L3xE conf izure

M24L3% (canf i2)} usernane manazer
Enter old password: st

Enter new password: s

Enter new password again: bbb
W2 4L 3K conf i2)f

EE E;‘(S :]f__1j%ég\ / f:z~c7"'fs(Z)E§Eii§
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Syslog Transmission #gEBEMIVY >/ R

J0-N\3aAvT74Jb—yavE—NR

syslog enable

Syslog Transmission #gE IV >/

JO0-\)3dy T« —vavE-—R

no syslog enable

Syslog B—/\®EBHIVV K

JO0-\)\3dvT710b—vavE-—R

syslog server enable <index>

Syslog B—/\&REMRHIVV K

JO0-\)\3dv T« —vavE-—R

no syslog server enable <index>

Syslog ¥—/\ IP 7 RLRAREIV VR

J0-N\W3aAvT74Jb—yavE—NR

syslog server-ip <index> <ip-address>

Facility @€V B

J0-N\W3aAvT74Jb—yavE—NR

syslog facility <index> <num_str>

BERERIVUR

J0-N\W3aAvT74Jb—yavE—NR

syslog header-info <index> {SysName | IP |

None}

Syslog b—/\&ESRIVVIF

JO0-\)\3dvT710b—vavE-—R

show syslog config

Syslog B—/\&EHIFRIV >V

JO0-\)\3dv T« —vavE-—R

clear syslog server <index>

Syslog —fEHIFRIVY K

JO0-\)3dv T« —vavE-—R

syslog clear

B GOM8:9600baud - Tera Term VT

M REE SES TLb0-NO SR EFI-RE Resize AJLTFH

Z4L3E> en
ZAL3TH config
Z4L3E config)#t avaloz enable

Z4L3i(confiz)# eveloz zerver-ip 1 192.168.2.100
Z4L3E(config) aveloz facility 1 &
24L3M(confiz)# sveloz header-info 1 SyeName
Z4L3E(config)# avaloz merver enable 1

243K (confiz)t end
Z4L3EH

ZAL3EH chow sysloz conf
Svalog Transmizsion: Enabled

Svalog Server List

Ho. Status [P iddress Facility Include SysName/IP
1 Enabled 192.168.2.100 Facilityb Syalame
2 Dizabled 0.0.0.0 Facility0
Wiz4L3Es i

E13-7 Syslog B3—/\DEEELBR
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3.6. MACZ RLAT—TILDOBR

(DO—/\)VaAvT71«JL—v3avE—R] [CT. FDB OHRERD BEE—R] (CT,

FDB MBR(/ V7 v  DERICNER

FEINETR/INTLD MAC PRLADYRM%Z

KMRULET, Flco BHIC MAC P RLADEN « HiffZTAE T

I—-IVT914LREINVR

J0-N\3aAvT74Jb—yavE—NR

mac-address-table aging-time <seconds>

FDB(static)f&EIVV

JO0-\)3dy T« —vavE-—R

mac-address-table static <MAC address> <interface>

vlan <vlan-id>

MAC 7 FLAHIFRAVY Y R
JO-/\)VAVT71«Jb—r3avE—R | no macaddresstable static <MAC address> vlan
<vlan-id>
FDB(staticy BRIV F
KHEE— R show mac-address-table static
FDB(MAC&E)BRIVV R
FHEE—F show mac-address-table mac

FDB(1 ¥ —7 T—AE)BRITY

K

FHgE— bR

show mac-address-table interface <interface>

FDB(VLAN )87 K

FHgE— bR

show mac-address-table vlan <vlan-id>

FDB(VILF++ 2 NBRIVY R

EE—F

show mac-address-table multicast

I—-IVT914 LBRINVR

EE—F

show mac-address-table aging-time
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File Edit Setup Control Window Help

M24L3K> enable A
M2 4L3%Y confizure =
W2 4L3%{conf i2)f mac-address-table azing-time 300

(M2 L3 (eonf i2)d mac-address-table static 00:00:00:00:00:01 fals1 wlan 1

W2 4L3H (canf iz)f end

M2 L3t

M2 4L3%E show mac-address-table azing-time

heing Time: 300 Secls)
WM24L3%YE show mac-address-table static
WAC Address Port WLAN ID

no:oo:00:00:00:01 1
00:C0:8F:20:07:95 CPU

WH24L3%E show mac-address-table interface fal/1l
MaC Address Port

an:no:on:o0:00:01 1

WH24L35 show mac-address-table wlan 1

Wiz L34 b

3-8 FDB N\DE#HESR
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3.7. SNTP O=&E

(Oo—/\)WavJ«Jdb—yavE—

REBRNDBSRIE. UFHEET—R] (CT [showsntp] T

SNTP server IP PRULAEIVV R

RIICTSNTP IC L DIZIBRIRADERE =

WmLIEELY,

TVET,

J0-N\3aAvT74Jb—yavE—NR

sntp server <ip-address>

SNTP BEBEHERERE IV K

JO0-\)3dy T« —vavE-—R

sntp poll-interval <sec>

SNTP EZFE enable S8V R

JO0-\)\3dv T« —vavE-—R

sntp daylight-saving

SNTP B disable &t IV R

JO0-\)\3dvT7«1«0b—vavE-—R

no sntp daylight-saving

SNTP 91 LYV—VEREIV VK

J0-N\W3aAvT74Jb—yavE—NR

zones]

sntp timezone [<location> / NULL to see time

SNTP SteEHRSmRIVY /R

FHgE— bR

show sntp

= Tera Term - GOM4

VT

File  Edit Setup Control Window Help

BES

M24L3K> enable

M24L3xE show sntp

Time [ HH:MM:SS )
Date { ¥YY¥Y/MM/DD )

SNTP Server IP
SNTP Polling Interval @
Time Zone

Dawlight Sawing

M2 4L 3G

HE FEH
t 2007708701 Friday

P 192.168.0.100

10 Hin

: CGMTH09:00) Osaka, Sapporo, Tokyo
HE

B13-9 SNTP ORERHSR
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3.8. ARP ME&RE

(D0—/N)W3dY T4 JL—3avE—R] ICTARP T—TILDOBR. BLUFREZTL)
ESI

ARP I—IVTJ94 LASREINV VR

JO-/\3AVT7«JL—vavE—R | arp timeout <value>
ARP(static)®EIVYV R

J0-N\NV3AYT1Jb—r3vE—R | arp <ip-address> <MAC address> vlan <vlan-id>
ARP(MAC )8RV

KHEE— R show arp sort MAC
ARP(IP )8RV

KHEE— R show arp sort IP
ARP(static)BfRROV> R

FHEE—F show arp sort type-static
ARP(dynamic)BfRIVV R

FHEE—F show arp sort type-dynamic
ARP(VLAN )8RV R

FHEE—F show arp sort vlan <vlan-id>
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& Tera Term — COM4 VT
File Edit Setup

Contral  Window  Help

M24L3 K (conf i) arp 1921680200 00:00:00:00:00:01 wlan 1
M2aL3¥iconf izt end

UPETRES

M24L3%E show arp sort mal

Sorting Method @ By MAC

B8RP Aze Timeout @ 300 zeconds

Hardware fddress

og:00:00:00:00:01
00:0b:a7:96:52:40

Sorting Method
ARP Aze Timeout :

IP dddress

192, 168.0.100
192.168.0.200

Sorting Method
ARP Aze Timeout :

IP Address

192.168.0.200

Sorting Method
ARP Aze Timeout :

IP Address

192.168.0.100

 (ETEE:

IF Address

192.168.0.200
192.168.0.100

BHz4Lat show arp sort ip
: By IP

300 seconds

Hardware Address
00:0b:a7:96:52:90
00:00:00:00:00:01

WH24L3KE show arp sort type-static
t By Static Tyee

300 seconds

Hardware Address

00:00:00:00:00:01

WM24L3KE show arp sort type-dvnamic

t By Dynamic Type

300 =econds

Hardware Address

00:0b:97:56:52:30

Static
Dyvnamic

Dyvnamic
Static

Static

Dyvnamic

|

B13-10 ARP T—TINDEFRESR
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3.9. X—JbLiR— b DFE

(DO—/\)WAYT14dL—yavE—R] CTUR—MX=)LBXU NS YT X—)LD

EEREZITVET,

SMTP —/NIP PRLAREIVY R

J0-N\3aAvT74Jb—yavE—NR

mail-report smtp-server <ip addr.>

X—IVEREFHEREIV Y R

JO0-\)3dy T« —vavE-—R

mail-report dest-mail-account <1-3> <mail addr.>

X— VX ESRREHIRIY Y B

JO0-\)\3dv T« —vavE-—R

no mail-report dest-mail-account <1-3>

EETTRAM VEREIV VR

JO0-\)\3dvT7«1«0b—vavE-—R

mail-report domain-name

LUR— b X=X ES7HD Y NRRE

vk

J0-N\W3aAvT74Jb—yavE—NR

mail-report destination <1-3>

LiR— b X =LA E5E7HhD Y MHIRR

ONVK

J0-N\3aAvT74Jb—yavE—NR

no mail-report destination <1-3>

bSYTA—LREFXRPHV Y MERE

ONVK

J0-N\3aAvT74Jb—yavE—NR

mail-report trap <1-3>

NSy T A—ILEEEPADY NERITY R

JO0-\)\3dv T« —vavE-—R

no mail-report trap <1-3>

Lik— b XA — )X ERREREIV Y R

JO0-\)\3dv T« —vavE-—R

mail-report report interval {daily | monthly |

weekly}

bS57 1 v OT—-IHEHERREIVY

vk

JO0-\)3dv T« —vavE-—R

mail-report sample interval <1-6>

R—MERRMREIVV R

J0-N\3aAvT74Jb—yavE—NR

mail-report port-info

R— MERRAHERIY Y B

J0-N\W3aAvT74Jb—yavE—NR

no mail-report port-info

bS5T14vIOTF-IRMREIVV R

J0-N\3aAvT74Jb—yavE—NR

mail-report traffic

b5T74vOF-IRMHERIVV R

JO0-\)\3dv T« —vavE-—R

no mail-report traffic
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YATLOTRMGREIVVR

J0-N\3aAvT74Jb—yavE—NR

mail-report sys-log

VAT LOTRMIHEBRIV Y R

JO0-\)3dy T« —vavE-—R

no mail-report sys-log

F—IRIEEIVY R

JO0-\)\3dvT710b—vavE-—R

mail-report attach-file

TIRMNHIERIY Y R

JO0-\)\3dv T« —vavE-—R

no mail-report attach-file

BT —9 7P IIVERREIV YR

J0-N\W3aAvT74Jb—yavE—NR

mail-report file-type {csv | txt}

FS5T 4 v OF—SRBNRKR—MEEIVYVR

J0-N\W3aAvT74Jb—yavE—NR

mail-report attached port <port list>

NS5 1 vOF—IRBNRKR— NEIRRIY VR

J0-N\W3aAvT74Jb—yavE—NR

no mail-report attached port <port list>

BBLS57 14 v ITF—-9EFREIV

Vi

JO0-\)\3dvT710b—vavE-—R

mail-report attach {broadcasts | collisions | errors

| multicasts | total-frames | utilization}

B r57 1 v OT7—9&@FHIRRIY

vk

JO0-\)\3dv T« —vavE-—R

no mail-report attach {broadcasts | collisions |

errors | multicasts | total-frames | utilization}

A—=)LLR— RESRIY VR

KHEE— R show mail-report data
XA=)LLiR— hNEERBESRIVYVR

FHEE—F show mail-report conf
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4. HhIRMEEEE
4.1. VLAN D&

(JO—1\)WdvT74«0Ub—vavE—NR) £F (19— -V T4 L—>

3VE—NR] [CTVLAN OFREZTLET,

VLAN fERiEREIV >V B

J0-N\3aAvT74Jb—yavE—NR

interface vlan<vlan-id>

VLAN HIfRIVY > B

JO0-\)3dy T« —vavE-—R

no interface vlan<vlan-id>

VLAN BEIVV R

AVI—TI1—RAV T4 T L—Y3aVE-—R

name <name>

VLAN XVN—REIV VR

AVI—TI1—RAV T4 T L—Y3aVE-—R

member <1-2 or 1,2,3 or 1,2,3-5>

PVID®REIVV R

AVI—TI—RAV T4 UL—YavE-—NR

pvid <pvid>

IL—L51TREITVE

AVI—TI—RAV T4 T UL—YavE-—R

frame-type {all | tag-only}

VLAN ID BESRIVV R

AV —TI1—RAVT1TUL—YavE—F |getvlan

VLAN SEBBSRIVY R

KHEE— R show vlan {all | <vlan-id>}
PVID s&#EBRIVV R

KHEE— R show vlan port

VLAN R—rBRIVVR

KHEE— R show vlan-by-port
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I Tera Term — COM4 VT

File Edit Setup Control Window Help
M2 4L3%> enable ”~
M24L3%E confizure =
M24L3H(conf izg)f interface wlani0l
M24L3% (conf ig-vlan)d name vlanl0D
M2AL3% (conf iz-vlan)y ip address 192.18%8.100.254 255.255.256.0
M24L3%(conf iz-vlan)} interface fal/1
M24L3H (conf iz-if )4 pvid 100
M24L3% (conf iz- if)E frame-type taz-only
M24L3H (conf iz~ 1104 end
M2 AL3:4
Mz 4L3%E show wlan all
Total YL&Mz @ 2
WLAN Mame
1 Default WLAMW 192.168.0.254,/24  Permanent Fa2, Fa3, Fad, Fab, Fab
Fa?, Fal, Fad, Fall, Fall
Fal2, Fal3. Fald, Falb, Falf
Fal?, FalB. Fald, Fall, FaZl
Fa22, Fa23, Fald4, Gi2b, GiZB
100 ¥lan-100 0.0.0.0/0 Static Fal
Bz aL3xE show vlan part
Port PYID Acceptable Frame Tvpe
1 100 Tagged Only
2 1 Admit Al
3 1 Admit All
4 1 Admit Al
1] 1 Admit Al
[ 1 Admit All
7 1 Admit All
3 1 Admit Al
3 1 Admit All
10 1 Admit Al
1 1 Admit All
12 1 Admit Al
13 1 Admit Al
14 1 Admit All
15 1 Admit Al
18 1 Admit Al
17 1 Admit All
18 1 Admit Al
14 1 Admit All
0 1 Admit Al
fHore ..... To stop press (n) b

E4-1 VLAN RESR
(show vlan {all | <vlan-id>})

(show vlan port)
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4.2. VVIPTUT—2 a3V DEE

(DJO—/\)W3dvT740L—yavE—R] £FE [19—Tx1—RAVT1TL—Y
aVE—R] CTUYIPIIUT -3 VDHREETVET,

DY OPITUST—aVEIN VR

0=V 74—y 3avE—NR lacp <LACP-key><1-2 or 1,2,3 or 1,2,3-5> { Active

| Passive | Manual}

DY oPTUST—avVEBRINV VR

J0-\W3AvT74Jdb—yavE-—R no lacp <LACP-key>
LACP AT LT SAFUT+EEIVVR
J0-N\W3AvT4Jdb—yavE—R lacp system-priority <priority-value>

LACP R— b ’SAAUT1REIVVR

AVSI—TI—RAVT1TJL—3avE—FK | lacp port-priority <priority-value>

LACP REBERSRIV VR

BHEE— R show lacp
LACP +—2RIVvV
IEE— R show lacp [<LACP-key>]

B Tera Term - COMA VT (=14
File Edit Setup Control Window Help

M24L3K> enable ~
M2dL3xE show lacp =

System Priority o1
Kew Hode Member Port List

1 hetive 23,24

M2 AL3KHE show lacp 1

Swstem Priority :

1
Svstem ID : O0:CO:8F:20:07:95
Kew HE |
fzgregator Pri fttached Port List Standby Port List
23 123
24 1 24
K2 AL3E

42 VYYIPITUFG—vaVRESR
(show lacp)

(show lacp 1)

-

TER: AEBETIH100MR— b &EGigaih— b ZRBELI M S VF VIBRIIETERE
ho Floeo ANZVTYYU—, POV MO-ILEDHABRTEELEA.




4.3. IRi—NEZI YU VT DERE

(A9 —Tx1—RAV T4 T UL —Y3avE—R] [CTR—MEZIYU VI DOFREEFTL
F9, BEBRNDBRIE. [UHET—R] [CT [show monitor] TZHRLLES0,

R—bEZIVVIREINVEF

AV —TI1—RAVT1TUL—avE—FR | port monitor <monitored port> direction {rx | tx
| both}
m—hrEZIVVIRERRBSRIVUF
KHEE— R show monitor

5 Tera Term - GOM4 VT
File Edit Setup GControl Window Help

Mz24L3¥> enable A
M24L3%Y show monitar B

Port monitor status @ Disabled
Monitoring direction @ Both
Monitoring port i
Monitored port i

M24L3 Y

M43 EZIVVITEREBR

(show monitor)
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4.4. ANZVTIV—DFRE

[Do—/\wav7«ov—yavE—R]IFLE[rv9—T—23vT719L—vavE-—R]

===

[CTRINZ_VT IV —DEEZEITVET,

spanning-tree rst version T [stpCompa

tible] 73 lrstplZBRUIHBS. REIVY R

spanning-tree rst xxx C&RMLE T, [mstpl ZFIRUTHBS. spanning-tree mst xxx TRRLE T,

[spanning-tree rst V> ]
ANZVTYV—BHREINVVR

J0-N\W3aAvT74Jb—yavE—NR

spanning-tree rst enable

ANZVTI)—EREINV VR

JO0-\)3dy T« —vavE-—R

no spanning-tree rst enable

ANZTI)=TS514F T ¢

HREIVVR

JO0-\)\3dv T« —vavE-—R

spanning-tree rst priority <0x0000-0xFO00>

RINZTY—version BIREFEIV VR

JO0-\)\3dvT7«1«0b—vavE-—R

spanning-tree rst version {stpCompatible|rstp}

ANZTYYU—max-age /HEIVV R

J0-N\W3aAvT74Jb—yavE—NR

spanning-tree rst max-age <seconds>

ZN_>TY)—hello time {EIVV R

J0-N\3aAvT74Jb—yavE—NR

spanning-tree rst hello-time <seconds>

AINZ>TY—forward-delay BEIV

VR

J0-N\W3aAvT74Jb—yavE—NR

spanning-tree rst forward-time <seconds>

ANZVTYY—R— b RAT—IZAEH IV R

AVI—TI1—RAV T4 T L—Y3aVE-—R

spanning-tree rst shutdown

ANZVTYIYY—R—hRAT—IREHIVV R

AVI—TI1—RAV T4 T L—Y3aVE-—R

no spanning-tree rst shutdown

=/

2=V TVU—R— N TSAFUT 1

=

aAE

vV R

AVI—TI1—RAV T4 T L—Y3aVE-—R

spanning-tree rst port-priority <0-240>

ANZVTYY—JXAMREIV VR

AVI—TI—RAV T4 T UL—YavE-—R

spanning-tree rst cost <0-200000000>

AINZTY) —iKh— NMIEREERE N Y

B

AVI—TI—RAV T4 T UL—YavE-—R

spanning-tree rst init-migration

ANZvTY)—egde-port REIVY K

AVI—TI—RAV T4 UL—YavE-—R

spanning-tree rst edgeport
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ANZVT*YY—point-to-point REIV K

AVI—TI—RAV T4 T UL—YavE-—R

spanning-tree rst point-to-point

{forcetrue|forcefalse |auto}

ANV —RESRIVVF

EE—F

show spanning-tree rst config

ANZVTIV—A V=T 1—AREBRIVY R

EE—F

show spanning-tree rst interface <port-list>

[spanning-tree mst IV K]
ANZVTYV—-BHREINVER

JO0-\)3dv T« —vavE-—R

spanning-tree mst enable

ANZVTIY)—EHR/EIN VR

J0-N\3aAvT74Jb—yavE—NR

no spanning-tree mst enable

ANZVTIV=TSAFIT1

BEIVVR

J0-N\3aAvT74Jb—yavE—NR

spanning-tree mst priority <Ox0000-0xFO00>

ZIN_TY) —version BIREFEIVVER

J0-N\3aAvT74Jb—yavE—NR

spanning-tree mst version

{stpCompatible|rstp| mstp}

ANZvT*YYU—max-age /WEIVV K

JO0-\)\3dv T« —vavE-—R

spanning-tree mst max-age <seconds>

A=Y —hello time EIVV R

JO0-\)\3dv T« —vavE-—R

spanning-tree mst hello-time <seconds>

ANZvTYYU—forward-delay REIV

vk

JO0-\)3dv T« —vavE-—R

spanning-tree mst forward-time <seconds>

ANZITYIY)—=MSTAVRI VIR TSAFUT1HEINVER

J0-N\3aAvT74Jb—yavE—NR

spanning-tree mst <1-64> priority <Ox0000-0xFO00>

ANZVTIV—MSTA Y AI VA VLAN BEIV Y R

J0-N\W3aAvT74Jb—yavE—NR

spanning-tree mst <1-64> vlan <vlan-id>

ANZVTIV—MST A Y AI VA VLANHIBRIVY Y B

J0-N\3aAvT74Jb—yavE—NR

no spanning-tree mst <1-64> vlan <vlan-id>

ANZVTYV)—BRAKRY TREREINV Y

B

JO0-\)\3dv T« —vavE-—R

spanning-tree mst max-hops <6-40>

AINZVTYY—MST BREREIV VR

JO0-\)3dv T« —vavE-—R

spanning-tree mst name <name>
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ANZVTII—-MSTUEY 3 YUNIVEEIV VR

J0-N\3aAvT74Jb—yavE—NR

spanning-tree mst revision <0-65535>

ANZVTYY—R— b RAT—IZAEH IV R

AVI—TI1—RAV T4 T L—Y3aVE-—R

spanning-tree mst shutdown

ANZVTIYY—R—hRAT—IREHIV VK

AVI—TI1—RAV T4 T L—Y3aVE-—R

no spanning-tree mst shutdown

ANZTYIYV—=R— b TSAFVT+/EIVVR

AVI—TI1—RAV T4 T L—Y3aVE-—R

spanning-tree mst port-priority <0-240>

ANZVTYY—JXAMKEIV VR

AVI—TI—RAV T4 T UL—YavE-—R

spanning-tree mst cost <0-200000000>

AINZTY) —iKh— NMIEREERE N Y

B

AVI—TI—RAV T4 T UL—YavE-—R

spanning-tree mst init-migration

ANZvTY)—egde-port REIVY K

AVI—TI—RAV T4 T L—YavE-—R

spanning-tree mst edgeport

ANZT*YY—point-to-point FREIV

VR

AVI—TI1—RAV T4 T L—Y3aVE-—R

spanning-tree mst point-to-point

{forcetrue|forcefalse |auto}

ANZVTIV—=MST A Y RAI VY AR— A IAMREIV VR

AVI—TI1—RAV T4 T L—Y3aVE-—R

spanning-tree mst <1-64> cost <0-200000000>

ANZVTY)—=MSTAVRIVAR— N TS FUTBEIV VR

AVI—TI1—RAV T4 T L—Y3aVE-—R

spanning-tree mst <1-64> priority <0-240>

ANZVTIV—MST A Y RAI VY AR— N RAT—I A\HINV VR

AVI—TI—RAV T4 T UL—YavE-—R

spanning-tree mst <1-64> shutdown

ANZVTIV—MSTA Y RAI Y AR— M AT—IABHIN VR

AVI—TI—RAV T4 UL—YavE-—R

no spanning-tree mst <1-64> shutdown

ANZVTYY—MST BEBRIVV R

FrgE— bR

show spanning-tree mst configuration

ANZVTYY—MST A VAYI Y ARESRIVVF

EE—F

show spanning-tree mst <1-64>

ANZVTYIYY—=MST A YV RI YV AR— hREBRIVV R

EE—F

show spanning-tree mst <1-64> interface <port-list>

ZNZVTYY—CISTRESRIVY R

EE—F

show spanning-tree mst cist configuration

ANZVTYY—CISTA VI —T T —ARESRIVU K

FHgE— bR

show spanning-tree mst cist interface <port-list>
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& COM1:9600baud - Tera Term YT

FrILE REE ) JvhO—LQ B AJLHHY
H24L3X> enable

Z4L3%# show spanning-tree rst config

CIST Root Port: 0 Time Since Topology Chanze: 0 Sec.
CIST Root Path Cost! 0 Topology Change Count: 0

CIZT Root: 0000 DOO000NO00000

CIST Regional Root Cost: O CIST Bridee 1D: 0000 000000000000

CIST Regional Root: 0000 000000000000  CIST Bridee Hello Time: 2 Sec.
Bridee Maximum fee: 20 3ec.

CI3T Hello Time: 3 Sec. CI3T Bridse Forward Delay: 15 Jec.

CIST Maximum Aee: 20 Bee. Max Hop Count: 20

CI3T Formard Delay: 15 Sec.

Z4L3X# show spanning-tree ret interface 1

Port Bl STP Status * Enabled
Link : Domn Trunl T-
Admin/OperEdze’ Falze/Falze Admin/OperFtoP! futo /Falze
Migration * Init.

Port State  Forwarding Port Prierity @ 128

Port Role ! Disabled Port Path Cost: 200000(4)

Desig. Boot @ 8000 00c03F2004d7 Desiz. Cost  : 0
Desig. Bridge © 8000 00c08f2004d7 Desig. Port @ 00 01

I 24L3EH

Bl 4-4-1 STPREBEHSR
(show spanning-tree rst config)

(show spanning-tree rst interface 1)

& COM1:9600baud - Tera Term VT
ZrE REE RES 0D R AL

Z4L3E> enable

Z4L3E¢ show spanning-tree mst configuration

Global MSTP 3tatuz: Disabled
Protocel Version TOMATP
M3T Confisuration Name

¥3T Revizion Level B 1]

H3T Config Digest ! 3abB8794dB021df43b21c0b3Tac3bead

Instance VLANs Mapped

1 7

IMZ4L3EY show spanning—tree mst 1

W3TI Root Port :N/L Time Since Topolosy Change! N/& Sec.

W3TI Eoot Cost WAL Topology Change Count N/

H3T1 Rezional Root: W/h H3T1 Bridge ID: 3000 000O0ODOON0OO
24135

Bl4-4-2 STPREBEHSR
(show spanning-tree mst configuration)

(show spanning-tree mst 1)
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@ GOM1:9600baud - Tera Term WT
JrLE REER FES QL0000 el o agLEH

MZAL3%# show spanning-tree met cist configuration

CI3T Root Port: 0
CI3T Root Path Cost:

ot !
CI3T Regional Root Cost: 0

CI3T Hello Time: 2 Jec.
CI3T Maximum Age: 20 Zec.
CIST Forward Delay: 15 dec.

Port

Lin * Dowm
Admin/UperEdee: Falze/Falze
Migration tInit.

Port 3tate : Forwarding

Port Role ! Dizabled

Dezig. Ro T 8000 00c08F200447

ot
Dezig. Bridee : 8000 00c08f2004d7
241358

0
CI3T Root 0000 000000000000

Time 3ince Topology Change: 0 Sec.
Topology Change Count: 0
CIAT Bridege 1D: 0000 400000000000

CI3T Regional Root: 0000 000000000000 E%S% Bridge Hello Time: 7 Sec.

Bridge Maximum fge: 20  3ec.
CI3T Bridee Formard Delay: 16 Sec.
Max Hop Count: 20

24L3EH show SpE_inTing-tr'ee mst cist interface 1

STP Status * Enabled
Trun B
hdmin/OperPtoP: huto /False

Port Priority @ 128

Port Path Cost: Z00000CA)
Dezig. Cozt 1 0

Dezig. Port @ 00 01

Bl 4-4-3 STPREBEHSR

(show spanning-tree mst cist configuration)

(show spanning-tree mst cist interface 1)
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4.5. Access Control ME&E

(DO—/\)V3aAv T« L—3VFE—R] (CT Access Control @

Access Control 75 AFEIVV/ R

===

EQZE%'T?(/\i _9"0

J0-N\3aAvT74Jb—yavE—NR

AccessControl classifier <index> ([src-mac <MAC>]
[dst-mac <MAC>] [vlan-id <vid>] [dscp <value>]
[protocol <pro-num>] [src-net <ip/mask>][dst-net
<ip/mask>] [src-port <port or port range>] [dst-port
<port or port range>] [dotlp-priority <value>]

[TCP-syn-flag {true | false}] [icmp-type <value>])

Access Control In-Profile S8 €1V R

JO0-\)3dy T« —vavE-—R

AccessControl inprofile <index> ({deny | permit}

[dscp <value>] [precedence <value>] [cos <value>])

Access Control Out-Profile 88V >

K

JO0-\)\3dv T« —vavE-—R

AccessControl outprofile <index> committed-rate
<value> burst-size <value> {deny | permit} [dscp

<value>]

Access Control R—bUXMEEIVVR

JO0-\)\3dvT7«1«0b—vavE-—R

AccessControl portlist <datapath-id> <1-2 or 1,2,3
or1,2,3-5>

Access Control iRUY— BRIV R

J0-N\W3aAvT74Jb—yavE—NR

AccessControl policy <index> enable

Access Control ;KU ¥— IV R

J0-N\3aAvT74Jb—yavE—NR

no AccessControl policy <index> [enable]

Access Control iRV Y— BEIVVR

J0-N\W3aAvT74Jb—yavE—NR

AccessControl

policy <index> portlist <index>
classifier <index> policy-sequence

(<value> [inprofile <index>])

Access Control 7S5 ABESRIV VR

EE—F

show AccessControl classifier

{all | <classifier-number>}

Access Control In-Profile S8 €S8RV R

EE—F

show AccessControl inprofile

Access Control Out-Profile

HESRIVVK
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FHEE—F show AccessControl outprofile

Access Control h—h U XA MEESIRIVY R

KHEE— R show AccessControl portlist
Access Control RU V—EESBRIVY R
HEE—R show AccessControl

policy {all | <policy-number>}

Access Control TRUY— —H U RAB/ESRIVYVR

KHEE— R show AccessControl policy-sequence port <port

num> sort { policy-index | sequence}

B Tera Term — COMA VT (Bli=1l.4
File Edit Setup Control Window Help
M2 4L3%> enable ~

M24L3%E confizure

M2 4L3% (conf iz)d accessControl classifier 1 wlan-id 1

M24L3%{conf ig)} accessContral improfile 1 permit coz &

M2 4L3% (conf iz)d accessControl outprofile | committed-rate 1 burst-zize 1 deny

M24L3%(conf iz)f accessbontrol portlist 1 1-§

M24L3H (conf iz)f accessbontrol policy 1 portlist 1 classifier 1 policy-sequence 1
inprofile 1 outprofile 1

M24L3H (conf iz)f end

M2 AL3xY

M24L3%E show accessControl policy 1

Policy Index HEN|
Policy Sequence 1

Classifier Index @ 1

Ir-Profile Action @ Index=1 Aot ion=Permit, CoS=h
Out-Profile Action @ Index=1 Aet i on=Deny
Committed Rate 251 Burst Size: 4KB
Fort List i Index=1 Port=1-6

M24L3%E show accessControl policy all
Palicy : Total Entries @ 1
Index Clazsifier Seq. In-Profile Out-Profile Portlist Status

M2 L3 K8 o

4-5 Access Control /KU —DRESR
(show AccessControl policy all)

(show AccessControl policy 1)

R AEBETE7PIOEROVMNO-IVEYYIPIUS—y 3y EOHBIFTEEZE
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4.6. QoS MEHE

(DO—/\)WaAvT7420L—y3VE—R] [CTQOS NHEEITVLET, EXNBRODBSR

(F. [FEE—R] ICT [show mls gos]

QoS BV VR

TBRULTLIZEL,

JO0—-/\)3AV T« Jb—y3avE—NR mls qos
QoS IV R
JO0-/\)3AV T« TJb—Y3avE—NR no mls gos
CoS Traffic Class ¥y EVTREINVVIR
J0-N\W3AvT4Jdb—yavE—R priority-queue cos-map <traffic class> <priority>
QoS BEBRIVVIF
KHEE— R show mls qos
CoS Traffic Class ¥w EYISRIYVR
FHEE—F show priority-queue cos-map

& COM4 - Tera Term VT

JrLE REE ETEWE kO RO AL

Z4L3X> enable

{Z4L3%# configure

{241 3X(config)# mls gos
{24L3%(config)# priority-gueue cos-map
{24L3X(config)# end

{Z4L3X%% show priority-gueue cos-map

Priority Traffic Class

N N TN )

1Z4L3%F

a1

@: Lowest
7: Highest

B14-6 QoS DREHBIUBR

(m

(priority-que

Is gqos)
ue cos-map 0 1)

(show priority-queue cos-map)
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4.7. A—Ad> ~O—)VDEE

(19 —T1—RAVT1TJL—3VE—NR] CTCAM=—LOY O—-ILDEREETT
WE T, ERBHROBRIE [FHEET— K] [CT [show egress-rate-limit] TBRL T
=LY

A=Ay O-JVREREINVV R

AVI—TI—RAV T4 T UL—YavE-—R storm-control threshold <value>

Broadcast A —AJdv bO—-JLREIVVR

AVI—TI1—RAV T4 T L—Y3aVE—R storm-control broadcast

Broadcast A b—AdY FO—JLHIRIY VR

AVI—TI1—RAV T4 T L—Y3aVE-—R no storm-control broadcast

Multicast A h—AdY FO—JUEREIY VR

AVI—TI1—RAV T4 T L—Y3aVE-—R storm-control multicast

Multicast A A=Ay FO—)LHRIAY VR

AVI—TI—RAV T4 UL—YavE-—NR no storm-control multicast

Unicast A b—AJdY bO—JLEEEIVV R

AVI—TI—RAV T4 T UL—YavE-—R storm-control unicast

Unicast A b—AJdY bO—JLHIBROY YV R

AVI—TI—RAV T4 T L—YavE-—R no storm-control unicast

Ab—LIJvbO-IEBESRIVVF

SET—R show storm-control

B Tera Term - COM4 VT

File Edit Setup Gontrol Window Help

M24L25> enable ~
M24L3xd confizure

M2dL3% canf iz}l interface fal/1

MdL3x(canfiz-if )f storm-control threshold 100

h2dL3H (canf iz-if ) storm-cantrol broadeast

241 3% (canf iz-if ) storm-control wulticast

h24L 3% conf ig-if ) storm-control unicas

hedL 3k confiz-if ) end

4L )

MdLaxd show storm-contra

Port Storm Control Setting:
Mo, DLF Broadcast  Multicast  Threshold
1 Enabled Enabled Enabled 100
2 Disabled Disabled Disabled L}
3 Disabled Disabled Disabled [}
4 Disabled Disabled Disabled L]
5 Disabled Dizabled Disabled [}
[ Disabled  Disabled  Disabled o
7 Disabled  Disabled  Disabled o
8 Disahled Disabled Disabled ]
3 Disabled Disabled Disabled L]
10 Disabled Disabled Disabled L]
11 Disabled Dizabled Disabled [}
12 Disabled  Disabled  Disabled n
13 Disabled  Disabled  Disabled o
14 Disabled Disabled Disabled L}
16 Disabled Disabled Disabled L]
16 Disabled Disabled Disabled L]
17 Disabled Dizabled Disabled [}
18 Disabled  Digabled  Disabled o
19 Disabled  Disabled  Disabled o
20 Disahled Disabled Disabled [}
21 Disabled Disabled Disabled L]
22 Disabled Disabled Disabled L]
23 Disabled Dizabled Disabled [}
24 Disabled  Digabled  Disabled o
25 Disabled  Disabled  Disabled o
26 Disabled Disabled Disabled L}

M24L3xd P

H4-7 A=Ay O-)LOEBESR

(show storm—control)
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4.8. IEEEB02.1X FREHBEDEE

(DO—"N)bav7+40L0—vavE—"R] & [1v9—TJx—X3vT10L—vavE—R] [C
TIEEE802. 1 X LU MACR—ARIDEEZTTLVET, BEXBROSRIG. [IFET

— K] (CT [showdotix<1-20or1,2,30r 1

,2,3-55] TBRULTLEELY,

NAS ID s#€ V> R<Port Based Mode, MAC Based Mode>

J0-N\3aAvT74Jb—yavE—NR

dot1x nas-id <NASID>

FRAENESRE IV >/ R<Port Based Mode>

AVI—TI1—RAV T4 T L—Y3aVE—R

dot1x port-control {auto | force-authorized

force-unauthorized}

TEHAREBEREE enable B2V Y R<Port Based Mode>

AVI—TI1—RAV T4 T L—Y3aVE-—R

dot1x re-authentication

TERAMIEESASE disable %1V Y R<Port Based Mode>

AVI—TI1—RAV T4 T L—Y3aVE-—R

no dot1x re-authentication

FEEREIENSREIREEEE IV R<Port Based

Mode. MAC Based Mode>

AVI—TI—RAV T4 UL—YavE-—NR

dot1x timeout re-authperiod <1-65535>

ISAPYRIALPD NRKEREIVY

R<Port Based Mode, MAC Based Mode>

AVI—TI—RAV T4 T UL—YavE-—R

dot1x timeout supp-timeout <1-65535>

R Y —/\9 1 L7 FRREEEE IV Y R<Port Based Mode., MAC Based Mode>

AVI—TI—RAV T4 L—YavE-—R

dot1x timeout server <1-65535>

FREE BB HBE R OV > R<Port Based

Mode. MAC Based Mode>

AVI—TI1—RAV T4 T L—Y3aVE-—R

dot1x timeout quiet-period <1-65535>

RArBEEERERERE IV Y R<Port Based Mode. MAC Based Mode>

AVIN—TI1—RAV T4 T L—Y3aVE—R

dot1x timeout tx-period <1-65535>

R ABEEHTOHER 1V > R<Port Based Mode. MAC Based Mode>

AVI—TI1—RAV T4 T L—Y3aVE-—R

dot1x max-req <1-10>

BEELREBIRALERE IV Y~ R<Port Based Mode>

AVI—TI—RAV T4 T UL—YavE-—R

dot1x re-authenticate

FRELIRREMIHASRE IV > R<Port Based Mode>

AVI—TI—RAV T4 UL—YavE-—NR

dot1x init

FREFESREE IV > R<Port Based Mode.

MAC Based Mode>

AVI—TI—RAV T4 UL—YavE-—R

dot1x control-direction {both | in}

Y7V H Y MIGEEE IV Y R<Port Based

Mode>

AVI—TI1—RAV T4 T L—Y3aVE-—R

dot1x supplicant-num <1-512>
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Mode Y1DEZX IV R (Port Based Mode, MAC Based Mode)

AVI—TI—RAV T4 T UL—YavE-—R

dot1x port-auth-mode {port-based | mac-based}

FRALRREMIEASRE OV > R<MAC Based Mode>

AVI—TI1—RAV T4 T L—Y3aVE-—R

dot1x mac-based init [<MAC address>]

BEELREBIRALERE IV > R<MAC Based Mode>

AVSI—TI—RAVT1TJL—3avE—F |dotilx macbased re-authenticate [<MAC
address>]

EHINERIBEW IV F<MAC Based Mode>

AVI—=T1—RAVT1JUL—3avE—F |dotlx macbased re-authentication [<MAC
address>]

TEHAMEEREI R IV > R<MAC Based Mode>

AVI—TI—RAV T4 T UL—YavE-—R

no dot1x mac-based re-authentication [<MAC

address>]

EAP-Request EBX IV > F<MAC Based Mode>

AVI—TI—RAV T4 T UL—YavE-—R

dot1x eap-request

EAP-Request S IV > F<MAC Based Mode>

AVI—TI—RAV T4 T L—YavE-—R

no dot1x eap-request

Guest Access REIVV R

AVI—TI1—RAV T4 T L—Y3aVE-—R

dot1x guest-vlan <vlan-id>

Default VLAN 8tV VR

AVI—TI1—RAV T4 T L—Y3aVE-—R

dot1x default-vlan <vlan-id>

EB&E VLAN %€V Y R<Port Based Mode>

AVI—TI1—RAV T4 T L—Y3aVE-—R

dot1x dynamic-vlan

Guest Access N\NDBEFAFEERE IV > R<Port Based Mode>

AVI—TI—RAV T4 T UL—YavE-—NR

dot1x guest-access {timeout | both | auth-fail}

Force Authorized MAC Address DBEIVY R

J0-N\W3aAvT74Jb—yavE—NR

dot1x forceAuthorized MAC <MAC address>
mask-bit <mask-len> auth-mode {authorized |

unauthorized} portlist <1-2 or 1,2,3 or 1,2,3-5>

FPAMBEERESR IV Y R<Port Based Mode, MAC Based Mode>

FHgE— bR

show dot1x {port-based <1-2 or 1,2,3 or 1,2,3-5>

| mac-based <port num=>}

Force Authorized MAC Address S&2ES8R IV R

EE—F

show dot1x forceAuthorized-MAC {all | single
<MAC address>}
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Guest Access. Default VLAN

HESRIOVUR

RHEE—

show dot1x guest-default-vlan

Statistics IRV R

EE—F

show dot1x statistics <port num> {since-reset |

since-up}

% COM1:9600baud — Tera Term VT

FPE REE BES J0RO0-N0) SR ALHH
ZAL3> enable ~
Z4LEEE =how dotlx port-bazed 1-%
a3 ID o 1
Port Mo 1 1 duthorized ¥AC Address @ —-i--i--I--i--i--
Port Status huthorized OperControlDirection : Both
Fort Control * Force futhorized  AdminControlDirection @ Both
tuiet Period B seconds Transmizsion Period 1 30 zeconds
Supplicant Timeout I 30 meconds Server Timeout D30 meconds
Maxumum Request T E Re-auth Period 13600 seconds
Fer Port Ee-auth  : Dizabled Currnet FYID 11
Dynamic VLAN * Dizabled uest YLAW 1D .
Default VLAN [D - Guest hocezz Mode ! Both
Port No @ Z Authorlzed MiC Address @ —-i--i--i--i--i--
Fort 3tatuz T huthorized OperControllirection @ Both
Port Control t Force Authorized  AdminControlDirection @ Both
fuiet Period B0 zeconds Transmizzion Period @ 30  =econds
Supplicant Timeout : 30 zeconds erver Timecut T30 zeconds
Maxumum Request g Re-auth Period T 3600 smeconds
Per Port Ee-auth  : Dizahled Currnet PYID 01
Dynamic VLAY ! Dizabled Guest YLAW 1D S
Default VLAN D - Guest hecesz Mode * Both

| ettty | v

5 4-8-1

|IEEE802.1X SREEESR

(show dot1x port-based 1-2)

% COM1:9600baud — Tera Term VT

TPE REE REES I0bO-L0 R ALTH
ZAL3A> en A
4LEEE =how dotlx mac-haszed 1
Na3 ID: Nasml Fort Not 1 Mumber of Supplicant o1
OperControlDirection: Bot dninControlDirection I In
Transmizsion Period @ 30 zeconds Hazmum Request : 2
Supplicant Timeont @ 30 seconds Quiet Period zeconds
Server Timeout T a0 seconds Re authentlcatmn Pemod 3600 zeconds
Force duth Timeout @ 3600 e Per Port Ee-auth ! Dizabled
Supelicant NAC Addr Tope MP;C Control futh 3tatuz Re-auth
Ho entry exist!
it |
hd

5 4-8-2

|EEE802.1X SREIEESR

(show dot1x mac-based 1)
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4.9. IGMP Snooping MDE%E

(DO—/N)bav749L0—yavE—R]PLV[Av9—TJ1—2av T4 T L—YavE—R]

[CT IGMP Snooping MEEEZITVE T,

IGMP Snooping B%EEIV R

J0-N\3aAvT74Jb—yavE—NR

ip igmp snooping enable

IGMP Snooping #EXEREIVV R

JO0-\)3dy T« —vavE-—R

no ip igmp snooping enable

IGMP Snooping I—IVT94 LAREIVV R

JO0-\)\3dv T« —vavE-—R

ip igmp snooping aging-time {router|host} <sec>

IGMP Snooping ERXEFREEEIVV R

JO0-\)\3dvT7«1«0b—vavE-—R

ip igmp snooping report-forward-interval <sec>

VLAN 71 JVIREINV VR

J0-N\W3aAvT74Jb—yavE—NR

ip igmp snooping vlan-filter vlan <vlan-id>

VLAN 7 1 VIRV R

J0-N\3aAvT74Jb—yavE—NR

no ip igmp snooping vlan-filter vian <vlan-id>

IGMP Snooping ¥ILFF+AMIL—FT 1

VOEEINVER

J0-N\3aAvT74Jb—yavE—NR

ip igmp snooping mrouter learn {igmp |

pim-dvmrp | both}

IGMP Snooping ¥ILFF+ AL VI —T1—RAEREIVVR

JO0-\)\3dv T« —vavE-—R

ip igmp snooping mrouter interface <interface

name>

IGMP Snooping ¥ILFF+ A1V —T 1 —RHIRFIVV R

JO0-\)\3dv T« —vavE-—R

no ip igmp snooping mrouter interface <interface

name>

IGMP Snooping A9 7« v IREINV Y

K

JO0-\)\3dv T« —vavE-—R

ip igmp snooping vlan <vlan-id> static <MAC

address> interface <interface name>

IGMP Snooping X9 7 « v JHIERIY >

K

J0-N\3aAvT74Jb—yavE—NR

no ip igmp snooping vlan <vlan-id> static <MAC

address> interface <interface name>

Leave EERRIEE IV R

J0-N\3aAvT74Jb—yavE—NR

ip igmp snooping leave-delay-time <value>

IGMP Snooping Leave 81V B
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AV —TI1—RAVT1TUL—3avE—FR | ipigmp snooping immediate-leave

IGMP Snooping SESRIVV R

KHEE— R show ip igmp snooping conf
IGMP Snooping ¥ILF++ X FREBRIVV R

KHEE— R show ip igmp snooping mrouter
IGMP Snooping VLAN 7 1 )L T—T7)UsRESRIVYV R

KHEE— R show ip igmp snooping vlan-filter-table
IGMP Snooping Leave E— FE&RESRIVV R

FHEE—F show ip igmp snooping leave-mode

B Tera Term - COM4 VT (Al=14
File Edit Setup Control Window Help

M2 4L3%> enable A
M24L3%E confizure :
M24L3%{conf ig)} ip izmp snooping enable

M24Ls%{conf iz} ip izmp snooping vian 1 static 01:00:5e:0ai0ai0a interface fad/1

M24L3% (conf iz)} ip izmp snooping wlan 1 static 01:00:5e:0b:0bz0b interface fal/1
M24L3%{conf iz)f ip igmp snooping wlan 1 static 01:00:5e:0az0az0a interface fal/f?

M24L3%(conf iz)f interface fal/f3

M24LAM (conf iz~ if )4 ip izmp snooping inmediate-leave
M2 4L3% (conf iz-if )} end

Mz L3 xY

M24L3%E show ip izmp snooping conf

IGHP Snooping Status : Enabled

Host Port Age-Out Time @ 260 sec

Router Port Aze-Out Time @ 125 sec

Report Forward Interval @5 sec

M24L3%E show ip fzmp snooping mrouter
Dynamic Detection: PIM and DYMRP, IGMP Quersy

YLAN 1D Port List

M24L3%E show ip izmp snooping leave-mode

Leave Delay Time : 5 sec

Fort Hode
1 Mo |

2 Mormal

3 Inmediate

4 Mormal

] Mormal

[ Mormal

7 Mormal

b Mormal

b Morma |
10 Mo rma |
1 Mormal
12 Mormal
13 Mormal
14 Mormal
15 Mo rma |
16 Mormal
17 Morma
14 Mormal

Ihore ..... To stop press (n) b

4-9 IGMP Snooping MEREESR
(show ip igmp snooping conf)
(show ip igmp snooping mrouter)

(show ip igmp snooping leave-mode)
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5. Ib—F7 1 VIEE
5.1. RIP DERSE

(189 —Tx—RAV T4 —v3avE—NR] &L W—93VT7«1J0L—Y3YV

E—F] [CTRIP DREZTVE T, EX

HREBWET (FHHEET—F] [CT [showip rip

database [vlan<vlan-id>]] TBRUL TLIZELY,

RIP BMEREIVVF

AVI—TI—RAV T4 T L—YavE-—NR

ip routing rip

RIP BMEREIVVF

AVI—TI1—RAV T4 T L—Y3aVE—R

no ip routing rip

RIP BEEE— NEEEIVY K

AVI—TI1—RAV T4 T L—Y3aVE-—R

ip rip authentication mode {text <text-string> |
md5 <shared-key>}

€ RIP version &REIVVER

AVI—TI1—RAV T4 T L—Y3aVE-—R

ip rip receive version {none | v1 | v2 | both}

ZEE RIP version S2€JIVY R

AVI—TI—RAV T4 UL—YavE-—NR

ip rip send version {none | v1 | compatible-v1 |
v2}

Split Horizon &IV F

AVI—TI—RAV T4 T UL—YavE-—R

ip split-horizon

Split Horizon HIER3V> R

AVI—TI—RAV T4 T UL—YavE-—R

no ip split-horizon

Poison Reverse €IV R

AVI—TI1—RAV T4 T L—Y3aVE-—R

ip rip poison-reverse

Poison Reverse HIERIV>V K

AVI—TI1—RAV T4 T L—Y3aVE-—R

no ip rip poison-reverse

Passive Interface s8IV R

AVI—TI1—RAV T4 T L—Y3aVE-—R

ip rip passive-interface

Passive Interface BIRRIVV K

AVI—TI—RAV T4 T UL—YavE-—R

no ip rip passive-interface

AMUYOREINV R

AVI—TI—RAV T4 T UL—YavE-—R

ip rip metric <value>

H—RIIVTY3VIAIY—_/EINVE
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AVI—TI—RAV T4 T UL—YavE-—R

timers basic {update | timeout | garbage} <sec>

Redistribute IV R
W=7 10—y avE-—NR redistribute {connected | static | OSPF}
Redistribute HIFROV> R
W= T7140L—v3avE-—NR no redistribute { connected | static | OSPF}
EAEREIVR
W—9 T4 L—y3avE-R preference <preference>
RIP 82E€BRIVV KR
FHEE—F show ip rip database
RIP(vlan £8) BRIV
FHEE—F show ip rip database [vlan<vlan-id>]

I Tera Term - COM4 VT

FEX

File Edit Setup Control  Window

Help

M24L3K> enable

HZALARY conf izure

WALkl canf iz)f interface wlanll
M24L3 K canf iz-vlan)f ip routing rip
M2 4L3 K canf iz-vlan)t end

M2 43 Kl

M24L3%E show ip rip databasze

Interface IP &ddress  Status
10.10.10. 253 Enab |ed
172.16.0.253 Dizabled

B2 AL3EE show ip rip database wlanll

RIP Interface IF Address:
Receive Method vl oor wR
Send Method

Redistribution: Direct Connected, OSPF

10.10.10.

: vl conpatible

253

Metric :
huthent ication Type 1 NOME
Kew H
Route #gze Time : 180
Garbaze collection Time @ 120
Rezular Update Time Hl]
Split Horizon * Enabled
Poizon Reverse : Enabled
Paszive Interface : Dizabled
M24L3%E show ip route
Hetwork et Mask Gateway Protocol Pref Metric Interface
10n.10.10.0 255,266,285.0  Direct Connected local vlanll
192, 168.0.0 266.266.256.0  10.10.10.264 rip 120 2 wlanil
M2 ALK v
=rp—=
K 5-1 RIP DFRESR
(show ip rip database)

(show ip rip database vlan 1)
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5.2. OSPF D&E

(JO-—-N\)vaAvJ7420L0—yavE—R] .,

:E_I\\\l \

OSPF B¥EEIVVF

(19 —TJx—RAV T4 L—Y3y

Ob—853Y7 140U —3vE—R] [CTOSPF DEREZTLE T,

J0-N\3aAvT74Jb—yavE—NR

ip routing ospf

OSPF #EE VYV *

JO0-\)3dy T« —vavE-—R

no ip routing ospf

BEE— RFEIVV R

AVI—TI1—RAV T4 T L—Y3aVE-—R

ip ospf authentication {message-digest | text |

null)

S E— FHIEROVY >V B

AVI—TI1—RAV T4 T L—Y3aVE-—R

no ip ospf authentication

JRAMEEINVVR

AVI—TI—RAV T4 UL—YavE-—NR

ip ospf cost <interface-cost>

Dead Interval &IV R

AVI—TI—RAV T4 T UL—YavE-—R

ip ospf dead-interval <dead-interval>

Hello Interval IV R

AVI—TI—RAV T4 L—YavE-—R

ip ospf hello-interval <hello-interval>

BeL+—IVV R

AVI—TI1—RAV T4 T L—Y3aVE-—R

ip ospf auth-key <key>

ES{REREIVY R

AVIN—TI1—RAV T4 T L—Y3aVE—R

ip ospf message-digest-key <key-id> md5 <key>

BES{LEREHIER O~V > R

AVIN—TI1—RAV T4 T L—Y3aVE-—R

no ip ospf message-digest-key <key-id>

TSAFUT4R/EIVVR

AVI—TI—RAV T4 T UL—YavE-—R

ip ospf priority <priority>

BREREIVUR

AVI—TI—RAV T4 UL—YavE-—NR

ip ospf retransmit-interval <interval>

AEEEREREIVY R

AVI—TI—RAV T4 T UL—YavE-—R

ip ospf transmit-delay <delay>

Ry MIT—DOF4TREINVVF

AVI—TI1—RAV T4 T L—Y3aVE-—R

ip ospf network {broadcast | non-broadcast |

point-to-point | point-to-multipoint}
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IL—9 IDEEIVVR

W= T4 TL—vavE-—NR router-id <router-id>
TUPREIVVER

W—9 T4 L—Y3avE-R network <network> area <area-id>
AMUYIREIVV R

W= T7140L—v3avE-—NR default-information originate always [metric

<value>] [metric-type {1 | 2}]

AFTITVUPREINVER

W—9 AT 140L—y3avE-R area <area-id> stub [no-summary]
AT PUPHERIYV R

W=V T4 TJL—yavE-—NR no area <area-id> stub
TUPRESREIVVF

W= T4 TJL—yavE-—NR area <area-id> virtual-link <router-id>

[hello-interval <sec>] [retransmit-interval <sec>]

dead-interval <sec>] [transmit-delay <sec>]

[
{[authentication-key <key>] |
[

message-digest-key <key-id> md5 <key>]}

N—F#JVVUVTEBRIV VR

W—8AvT1JL—vavE-—R

no area <area-id> virtual-link <router-id>

Summary Address €IV K

W—_ T4 T L—v3VE-—NR

summary-address <network> <mask> <area-id>

[not-advertise]

Summary Address HIERIVY> K

W—_ T4 L—v3aVE-—R

no  summary-address  <network>  <mask>

<area-id>

Redistribute 2SIV K

W—_ VT4 JL—v3VE-—NR

redistribute {connected | static | rip}

Redistribute BRIV K

W= T1TJ—vavE—R

no redistribute {connected | static | rip}

Neighbor IP, 7’513 UF«&EIVY

B

W= T1J—vavE—R

neighbor <ip> priority <priority>

JAREEIVVR

W—83AvT1TJ—vavE—R

area <area-id> default-cost <cost>

Preference 881V R

W—_ T4 L—v3aVE-—R

preference <preference>
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OSPF SRV

FHEE—F show ip ospf config
TUFPRESRIVV R

KHEE— R show ip ospf area
BRIV-9BRIVV K

KHEE— R show ip ospf border-routers
LSABRIYVEF

KHEE— R show ip ospf database
fisk LSABRIVYV KR

FHEE—F show ip ospf database [external]

AT 1—ABRINVEF

FHgE— bR

show ip ospf interface vlan<vlan-id>

Neighbor 8ROV

RHEE—

show ip ospf neighbor

LSA Request List 8ROV R

EE—F

show ip ospf request-list <neighbor IP address>

Retransmission List 8l ROV R

EE—F

show ip ospf retransmission-list <neighbor [P

address>

Summary Address BRIV K

EE—F

show ip ospf summary-address

Virtual Links 8BV R

FHgE— bR

show ip ospf virtual-links
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m Tera Term — COM4 VT

File Edit Setup Control Window Help

M24L3x> enable

M24L3%(conf i z- router ) network 172.16.0.253 area 0.0.0.0
M24L3%(conf i z- router ) exit

M2AL3¥ (conf ig)f exit

M24L3HE show ip ospf config

Global OZPF Status @ Enabled

Router ID HEF |
SBR Status : Disabled
45BR Status : Disabled
Redistribut ion 1 NONE

Default Route Metric: Wih
External Metric Tvpe: Wih

brea 1D Interface Count  SPF Alzorithm Executed

fMzaLzxtt show ip ospf neighbor
Weighbor ID Pri State Dead Time Address

1532.168.0.254 1 FULL/BACKLP 37 172.16.0.254
M2AL3%E show ip route

Metwork et Mashk Gateway Protocol Pref Metric Interface
172.16.0.0 286.266.266.0  Direct Connected local vlan2l
192.168.0.0 255.255,265.0  172.16.0,254 ospf 1o 2 wlan2l

2 AL3EH

BJ5-2 OSPFEESR
(show ip ospf config)
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5.3. 971 v I —T+1 VT HREEBR

(ZO0-1\IW3aAV T4 TJL—ravE—R] CTCRIT 1 v IIb—T« VIREETVLE
Fo =T VIT—TILDBRIEE. [FHEE—F] (CT [showiproute] TBRL TK
SELY,

AT 14w I —T 1 VIT/EINVER

0=V 74—y 3avE—NR ip route <destination ip> <mask> <gateway>

<preference>

W—T4I7=TILBRIVYV R

KHEE— R show ip route

B Tera Term - COM4 VT (=14
File Edit Setup Control Window Help

M24L35> enable ”
MzaL3kt show ip route B

Metwark MetMask Gateway Protocol Pref Metric Interface

0.0.0.0 0.0.0.0 10,10, 10.1 static 1 wlanil
10.10,10.0 255,2550,205.0  Direct Connected local wlanill
172.16,0.0 2556.2550,205.0  Direct Connected local wlan2ll
192.168.0.0 265.266,250.0  172.16.0.254 ospf "2 wlanZl
192.168.4.0 265.266,250.0  10.10.10.254 rip 120 2 wlanil

| [LPEIRERS S

53 IW—TFT+1vIT7—TIBR

(show ip route)
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5.4. DHCP UL —®D&E

(Oo—/\)WavJ«Jdb—yavE—

DHCP UL — BHF|EIVVE

K] (CTDHCP UL —DFEZITVE T,

J0-N\3aAvT74Jb—yavE—NR

dhcp-relay

DHCP UL — f#REIVY R

JO0-\)3dy T« —vavE-—R

no dhcp-relay

DHCPYL— RT—9RAKEIVVE

AVI—TI1—RAV T4 T L—Y3aVE-—R

dhcp-relay state {broadcast | unicast | disable}

DHCP #—/NIP P RLAREIVV R

AVI—TI1—RAV T4 T L—Y3aVE-—R

dhcp relay-to <ip-address>

DHCP UL — HESRIVV K

RHEE—

show dhcp-relay-agent {global | vlan<vlan-id>}

@ Tera Term - COM4 VT

File Edit Setup Cantral  Window  Help

EE&X

M24L3K> enable

h24L3 % conf iz-vlan)} dhce-relay state unicast
M2 ALA% conf iz-vlan)t dhop relay-to 192.168.0.200

M24L3 K conf ig-vlan)f end
M2 43 K1

M2ALAKY show dher-relay-agent zlobal

Global DHCP Relay Status @ Enabled

Interface IP Address State

10.10.10. 253
172.16.0. 263

Unicast
Disabled

M24L3 % show dhep-relay-agent vlan 10

Interface IP
DHCP Relaw State : Unicast
DHCP Server IP 1

M2 43 5

© 10.10.10.253

L182.168.0.200

B54 DHCPUL—EESR
(show dhcp-relay-agent global)

(show dhcp-relay-agent vian 1)
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5.5. VRRP ME&E

[Do—/\wav7«0v—yavE—R] LV [1v971020v 71—y 3vE—R] [C

T VRRP DEREZETTWVE T,

VRRP MOV

J0-N\3aAvT74Jb—yavE—NR

ip vrrp enable

VRRP #Iv B

JO0-\)3dy T« —vavE-—R

no ip vrrp enable

VRRP /R— hREIV VR

AV TIARAV T4 T -3 VvE—R

ip vrrp <vrid> enable

VRRP /R— hEREHIBR OV > R

AV TIARAV T4 TL—3vE—R

ip vrrp <vrid> delete

VRID, IP7RLAFEIVY R

AVITIA ARV T 1T L—yavE-—NR

ip vrrp <vrid> ip <ip-address>

Preempt &IV F

AVITIA ARV T 1T L—yavE-—NR

ip vrrp <vrid> preempt

Preempt BEHIFRIVY > R

AVITIA ARV T 1T L—yavE-—NR

no ip vrrp <vrid> preempt

BEBREIVVR

AVITIAARAV T4 T L—y3VE-—NR

ip vrrp <vrid> priority <priority>

EE1VI—NIVEREIVY VR

AV TIARAV T4 T -3 vE—R

ip vrrp <vrid> timer <interval>

BEEEIV VR

AVITIAARAV T4 T L—y3VE-—NR

ip vrrp <vrid> authentication {text <string>
HMAC-IP}

REREHB IV K

AVITIA ARV T 1T L—yavE-—NR

no ip vrrp <vrid> authentication

Related h— M D/EIV VR

AVITIAARAV T 1T L—yavE-—NR

ip vrrp <vrid> related <port> decrease

<priority>

VRRP SRV R

RHEE—

show ip vrrp conf

VRID, VLAN IDE&EBRIVV R

EE—F

show ip vrrp <vrid> vlan <vlan-id>
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W cOM4 - Tera Term YT

FrE REE REE JUR0-LD S EOW AaTH)

P
{Z4L3X> enable =
{241 3X# configure
{Z4L3X(config)# interface vlanl

{24L3X(config-vlan)# ip vrrp 1 ip 192.168.1.254
{Z4L3X(config-vlan)# end
{Z4L3X# show ip vrrp conf

VRRP Status : Enabled
Total Entries : 1

VRID VLANID Priority Preempt Adv Int Virtual IP Address Stote Admin Stotus

192.168.1.254 MASTER up
1241357

%

55 VRRP DREHLUBR
(ip virp 1ip 192.168.1.254)
(show ip vrrp conf)
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6. MEIERDERR

FHEE—R] [CTERREDHEHRHRDBSRZITVET,

eatER (traffic) 8ROV R

FHEE—F show interface counters <interface port>

mEtE#H(error) BRIV R

FEE—NR show interface counters errors <interface port>

I Tera Term — COM4 VT

File Edit Setup Control Window Help

M24L3k> enable
M2AL3%HE show interface counters falfl

Total RE Bytes Total R¥ Pkts Good Broadoast Good Multicast
1] 13 56 3

G4-Byte Pkis B5-127 Pkts 128-255 Pkts
] 43 18

25B-511 Pkts 512-1023 Pkts 1024-1518 Pkts
1 I I}

M2AL3%HE show interface counters errors fal/l

CRCA4lisn Errars Undersize Pkis Oversize Pkis
I I I

Fragments Jabbers Collisions

I I I

M2 4LE Hh

6 #EHBEROSR
(show interface counters fa0/1)

(show interface counters errors fa0/1)
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7. N\—I3 VP v I RUBERNBDERE « 5uA
USEE—R) CTIT7—LDTITPDN—I3a VP v IrBLUBRENSOFP v O0—R/5
DY O—RREETVED,

N—Y3ayPyTREINVE

FHEE—F copy tftp <ip-address> <filename> image
BERABFPYO0—RIVVER

KHEE— R copy running-config tftp <ip-address> <filename>
WENFSUvO—RIVYVR

KHEE— R copy tftp <ip-address> <filename> running-config

H Tera Term — GOM4 VT (li=ll_4
File Edit Setup Control Window Help

M2 4L3%> enable A
M2aL3%E copy tftp 192.168.0.100 m2411026.ron inage =

Downloading Image From Remote Server. (Press CTRL-C to quit downloading)
Receive 1085352 bytes

B7 \—YavrPyY
(copy tftp 192.168.0.100 m2411026.rom image)
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8. B

(5EE—F] [CTBESZITLET,

BE#Iv/R

FHEE—F reboot {normal | default}

I Tera Term - COMA VT (Al=1.4
File Edit Setup Contral Window Help
M24L3K> enable

M24L3HE reboat mormal
hre you sure to reboot the system? (V/N) v =

start reboot....1
Booting...

Test ing Memoryl

81

B8 BEiIvyYRORT

(reboot nomal)
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9. BISMLEEMDEERE

([DO—/\)WaAv 7«00 —y3VE—R] [CTHIMUEBEDSHREZITLNET,

PISMLIBEGE IV Y B

J0-N\3aAvT74Jb—yavE—NR

exception-handler enable

FISMLERSERE IV Y B

JO0-\)3dy T« —vavE-—R

exception-handler mode {debug-message |

system-reboot | both}

PIIMLERREESRIV Y B

EE—F

show exception-handler

B Tera Term — COMA VT
File Edit Setup Control Window Help

=X

M24L35> enable
H24L3%E conf isure

M24L3K{conf i2)f end
M2 AL2 k1

Exception Handler:
Except ion Handler Mode:
hiz AL 3K

M24L3¥ (conf i2)} exception-handler enable
M2dL3K{canf iz)8 exception-handler mode both

M2dL3K show exception-handler
Enabled
Debug Messagze & System Reboot

E9 BIRELSBR

(exception-handler enable)

(exception-handler mode both)

(show exception-handler)
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10. Ping MDEERE

£ THE—RICT Ping DEFT

Ping IV R

’—— —

1D

NTEFT,

FRTHE—R

ping <ip-address>

Ping (EO&EED VYR

TRTOE—R

ping <ip-address> [-n <count>]

Ping(&1 A7 MNEREE) IV R

TRTOE—R

ping <ip-address> [-w <timeout(sec)>]

& Tera Term - GOMA VT

File Edit Setup GControl Window Help

BEE

M24L3> ping 192.168.0.100
Tvpe Ctrl-C to abort.
Reply Received From :

Reply Received From :
Reply Received From :

---  192.168.0.100 Ping Statistics ---
3 Packets Transmitted, § Packets Received, 0% Packets Loss

M24L3¥> enable
M24L3E ping 192.168.0.100

Tyvpe Ctrl-C to abort.
Reply Received From :

Reply Received From :
Reply Received From :

--- 192.168.0.100 Ping Statistics ---
3 Packets Transmitted, 3 Packets Received, 0% Packets Loss

M24L3KYE confizure

M24L3%(conf iz} ping 192.168.0.100

Tyvpe Ctrl-C to abort,

Reply Received From :
Replw Received From :
Reply Received From :

---  192.168.0.100 Ping Statistics ---
3 Packets Transmitted, 3 Packets Received, 0¥ Packets Loss

M24L3%{conf iz)} interface fal/l
M24Lax(conf iz-if )} ping 192.168.0.100

Type Ctri-C to abort.

Reply Received From :
Replw Received From :
Reply Received From :

--- 192.168.0.100 Ping Statistics ---
3 Packets Transmitted, 3 Packets Received, 0% Packets Loss

M24L3 % {conf ig-if )i

~
192.168.0.100, TimeTaken = 0.30 ms
192.168.0.100, TimeTaken = 2.B2 ms
192.168.0.100, TimeTaken = 5.72 ms
192.168.0.100, TimeTaken = 0.30 ms
192.168.0.100, TimeTaken = B.22 ms
192.168.0.100, TimeTaken = B.22 ms
192.168.0.100, TimeTaken = 0.30 ms
192.168.0.100, TimeTaken : 5.41 ms
192.168.0.100, TimeTaken = 5.41 ms
192.168.0.100, TimeTaken = 0.30 ms
192.168.0.100, TimeTaken @ 2.43 ms
192.168.0.100, TimeTaken = 5.54 ms
v

10 Ping ME1T
(ping 192.168.0.100)
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11. YRA7LO07 D3R

FHEE—R] [CTYRTLODBRZTVET,

O8IV

KET—R show syslog
OJHRIV VR

JO0-/\)3AV T« TJb—Y3avE—NR syslog clear

I Tera Term - COMA VT

Help

File Edit 3Setup GControl  Window
M24L3%> enable e
M24L3KE show svslog T
Entry  Timel¥vry MDD HH: Wbz S50 Event.
1 0000400400 00:02:17 Login from conzale
2 0000/00/00 DO:22:17 Conf izuration changed
3 0000400500 00:00:21 Login from consale
k2 4L3 54
v
o —_ —_
11 YRATLOTRR
(show syslog)
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12. REBRDOEE

FHEE— ] [CTERERBNDREFZTVET,

RERERAFEIV/R

BEET—R copy running-config startup-config

I Tera Term — COM4 VT
File  Edit Setup Control Window Help

Mz 4L3%> enable
H24L3%E copy run start
Please wait a minute. =

|

Zave current state to startup confiz successful ly!!

LPEIRES

B 12 HERREFOXET

(copy running-config startup-config)
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13. REBHDBR

FHEE— ] [CTERERBNDBRZTVET,

RERHRSRIOVY VR

KET—R show running-config

5 Tera Term — GOM4 VT
File Edit Setup Control Window Help

! == start of config file --

! -~ Software Wersion @ 1.0.0.26 / May 25 2007 11:26:03 --
1

enable

conf iz

1

i
I
I
I
|
I
I
I
|
I
I
I
|
|
i
i

ore ..... To stop press (n) bt

B 13 HEREHROZR

(show running-config)
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fTiRA. T

O1v89—T1I—2R
- YA AMRPR—b HR—b1~24 (RI45ORTF)
> EEAD IEEE802.3 10BASE-T
IEEE802.3u TO0BASE-TX
YA AMRPHR—bF R—bk25~26 (RI45ORTS)
> EEAD IEEE802.3 10BASE-T
IEEE802.3u T00BASE-TX
IEEE802.3ab 1000BASE-T
GBICHREY 2 —)Uik— bk X 2 (K—25~26& BEfthFIA)
<> EEAD IEEE802.3z TOOOBASE-SX/1000BASE-LX
RS-232CAvYV—=Jbik—hk X1 (D-sub9EY dxRTS)
4 RS-232C(ITU-TS V.24)2:41
& BERICIIBEADERERO DY =L —TJI)bECERLIEE L,

O

[©]

)

J
1

(o
PovouprwnN
NoOuUAWN

=R Ib=4h

Dsub9 EV XX Dsub9 EV XX
(1 IFRY) (1 IFRY)

A D-sub9 EY -D-sub9 EY OvY—)Vr—7)Visitik

OLA =31 v FHae

- P7AT—T1T BRA6.6Mpps
- =7« 7703 RIPV1/V2/0SPF
- W—FT1TT7—=TI 1K

- VRRP#EE

67




O V2R vFA
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